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EXECUTIVE SUMMARY 

Introduction and framing 
 

Communication across geographical, linguistic and cultural borders has never been so immediate and easy. 

Access to digital technologies promotes both unparalleled social and educational opportunities as well, for 

instance, through the connections between digital learning, empowerment and an ‘inclusive’ future. The 

effective and responsible use of digital learning technologies and resources is a key tool for lifelong learning 

and helping young people become active and responsible members of society. Consequently, it is important to 

educate young people about digital technologies, not only relating to how technology systems work but also 

on the many impacts of digital technologies. Special attention should also be paid to the impact of digital 

technologies on individual and collective well-being.  

 

In parallel to many opportunities, the rapid and pervasive emergence of digital technologies, potentially 

exposes (young) people to a plethora of online threats on a regular basis. These include disinformation, 

misinformation and political propaganda, conspiracy theories cyberbullying, recruitment efforts by extremist 

organisations, cyber predators, phishing, scams, and malware. There is evidence that people of all ages are 

increasingly at risk and are being exposed to various forms of disinformation (e.g., what is colloquially referred 

to as ‘fake news’). Information overload and the lack of effective ways to filter information poses another 

challenge. This challenge makes it necessary for individuals to be able to critically approach, assess and verify 

information and become more resilient to threats. At the societal level, the online manipulation of information, 

increasingly sophisticated and easily disseminated, has affected people’s trust in mainstream media and 

reliable sources of information.  

 

Educational institutions are in a unique position to help educate young people about the threats identified 

above. Due to the constant exposure of young people to the digital universe, those involved in education and 

training have an important task to stay abreast of an ever-changing environment and equip young people with 

the critical thinking skills required to exercise judgment, analyse complex realities, and recognise the 

difference between opinion and fact. Education thus has a crucial role to play in helping young people 

strengthen the competences needed to successfully navigate the digital world they encounter on a daily basis.  

 

The current report is informed by the Digital Education Action Plan (2021-2027) of the European Commission, 

and the associated mandate under Action 7 to develop guidelines for teachers and educators to tackle 

disinformation and promote digital literacy through education and training. The key role education and training 

plays in equipping young people with the competences needed to live and thrive in the digital age, as well 

guard against the threats posed by disinformation is highlighted throughout.  

 

The report brings together the main insights produced by a dedicated Commission Expert Group regarding 

both challenges and potential solutions for this emerging and complex field, as well as their tentative 

conclusions and recommendations. Although many parts of the document can be useful as a stand-alone 

overview of the field, it is primarily intended as a key resource and background paper for the development of 

https://education.ec.europa.eu/focus-topics/digital-education/about/digital-education-action-plan/digital-education-action-plan-action-7
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guidelines for teachers and educators, the second and final outcome of the Expert Group. The target audience 

of the report is policymakers at the EU, national and regional levels, civil society, academia, the education and 

training community and interested citizens. 

Main challenges when promoting digital literacy and 
tackling disinformation 
 

The report identifies, among others, the following challenges: 

 

• More insight is needed on how to actively engage the wide network of public and private 

stakeholders involved in creating, supporting, and consuming information online, especially 

in a way that engagement can bring about effective and lasting impact.  

• The field of digital literacy and disinformation is dynamic and ever changing. Teachers and 

young people need both the motivation and competences to actively engage with these 

changes. 

• Many initiatives relating to digital literacy and disinformation are purely technical in nature (how 

technology works) and do not focus enough on the development of critical thinking skills. 

• Much digital literacy work in schools is teacher centred and does not sufficiently involve students 

in their own learning. 

• Teachers often lack the competences needed to effectively create learning spaces in classrooms 

and schools where students can engage with the topics of digital literacy and disinformation. 

Teachers also often lack the time to acquire the necessary level of knowledge and expertise 

associated with teaching about the digital world.  

• Students are often shy and hesitant to discuss their online lives with teachers, though they 

find the digital world fascinating and relevant to their lives. 

• There is a misconception that all young people know how to use digital technologies confidently. 

While many have well developed digital competences, some still have low digital skills and 

struggle to carry out even basic digital tasks. 

• There is insufficient awareness among teachers and parents regarding the risks associated 

with the threats that characterise the use of digital media. 

• The development of digital literacy competences is not sufficiently addressed as a subject in pre-

service teacher education. 

• There is a lack of guidance for teachers regarding how to address the topics of digital literacy 

and disinformation, and also a lack of solid resources. 

• The design of effective programs is challenging because the world of digital literacy is 

complex, and educational materials need to be presented in accessible ways for all users.  

• There is a lack of evidence-based interventions, which makes it difficult for policy makers to 

measure what effective and less effective approaches are.  

• Some interventions to tackle disinformation threaten free speech and free access principles, as 

well the technical functioning of the internet. Other interventions can lead to the fragmentation 

of the internet. 
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• There are various challenges relating to the sophistication and automation of the technology 

associated with disinformation, such as algorithms.  

Conclusions and Recommendations for teachers and 
educators 
 

Based on the identified challenges, the report, proposes based on the Expert Group input the following 

recommendations. 

 

• Student-centred educational approaches have shown to be highly effective in promoting 

digital literacy and making students more resilient to disinformation online. Students (especially 

at the secondary level and higher) are often more comfortable with digital media and use it 

frequently. The teacher’s role is increasingly to offer the necessary context, critical reflection 

and support. Respectful interaction between teachers and students, as well as honest 

conversations can help build trust and strengthen the teacher-student relationship. Teachers need 

support in strengthening their abilities to take on such new roles and responsibilities. 

• At the school level digital literacy and media literacy initiatives are most effective both as an 

integrated cross-subject and a separate subject approach, meaning there is room for both in a 

school. A combination of both formal and non-formal educational initiatives is also highly 

effective. 

• Teachers need guidance in terms of the various criteria that relate to digital literacy, such as 

what criteria to use when selecting appropriate resources and approaches. They also need support 

in terms of developing lesson plans in an often-overcrowded schedule. 

• Given the vast experience many students have with digital platforms and social media, they can 

provide teachers with many insights that can be the basis for further learning. 

• Teachers need effective instruments to assess their own progress and their ability to navigate 

the challenges posed by teaching in digital environments. They might need assistance from 

colleagues when they encounter challenges. Where possible it is beneficial to join teacher 

networks where such challenges and potential solutions are discussed.  

• Teachers and educators, as pedagogical experts, can tap into the vast potential of the digital 

world to promote student knowledge and understanding. More than ever before, students can 

find the most up to date information, interact online with experts and other students, connect with 

students around the world and collaborate with them, stay up to date about societal developments, 

conduct research, etc. 

• Teachers have a right to teach in a safe environment. Mechanisms should be put in place at the 

school level to support them in addressing challenges they might encounter relating to feeling 

safe. Such initiatives can benefit from including school psychologists and social workers. 

• There is no ‘one size fits all’ when it comes to educational approaches to promoting digital 

literacy and addressing disinformation. Teachers can best judge what works best in their own 

learning environment, with respect to existing student competences, the subject being taught, 

support from school management, relations with the outside community, etc. 
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• There are differences between misinformation and disinformation, as well as the distinct 

challenges and solutions associated with both. This has implications for teaching. 

• Teachers need assistance in identifying and implementing effective resources and strategies 

that engage students in critical analysis.   

• Disinformation is often targeted at those with non-majority backgrounds. Therefore, an equity 

lens is needed when addressing disinformation and its consequences. 

• Motivating students to become more digitally literate can be challenging. Sharing strategies 

and learning new strategies can be an effective tool to promote digital literacy.   

• It is important to be aware of the various legal and privacy concerns related to interventions 

into the digital worlds of students, such as blogs and social media platforms. This also applies to 

general privacy issues related to digital media. 

• Teachers can benefit from upskilling their teaching repertoire to meet the needs of education 

in the digital world. This includes gaining competences to work with video and podcasts, online 

research and interviewing, gaming, social media campaigns, storytelling, and tackle online hate 

speech and cyberbullying. This also applies to furthering one’s knowledge about key issues 

connected to the digital universe such as ‘Fact Resistance’, ‘Truth Bias’, ‘echo chambers’ 

‘confirmation bias’, ‘identity threat’, ‘backfire effect’ and ‘illusion of truth’, ‘cheap fakes’ and 

‘deepfakes’. 

• Discussions relating to disinformation, for instance discussions about conspiracy theories, can be 

controversial and provoke (strong) emotions. This implies having sufficient knowledge about 

how to effectively introduce and facilitate controversial issues. In many cases this goes hand 

in hand with the ability to create a safe place in the classroom where students feel comfortable 

expressing their opinions and the ability to guide discussions effectively. School psychologists 

and social workers also play a role here. 

• Relevant NGOs can support teachers in the work around disinformation and digital literacy. 

• In the area of digital literacy, students are well positioned to co-create a variety of digital 

materials and learning resources, and to disseminate the outcomes of their creative work. 

Traditional educational approaches are less effective in such instances. Teachers can guide and 

empower their students in this process. Students teaching other students (peer education) is 

also a valuable approach 

• Digital literacy is best accomplished if student work starts from their interests, using devices 

they are most familiar with. This will help them become lifelong learners and responsible 

citizens, as well as positive social actors. Colleagues, parents and the wider community have 

the potential to play a role in this process in a joint effort.  

• Feedback loops between teachers and the research community promote reflection and 

learning. The development of digital literacy is best informed by the latest scientific knowledge.  

Conclusions and Recommendations for the initial and 
continuous teacher education training 
 

• Presently, ITE (initial teacher education) courses focusing on digital literacy are often optional. 
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Given the critical role that digital literacy plays in contemporary learning, it is important that 

digital literacy courses become more prominently integrated into ITE. Ideally, all ITE 

programmes and courses would contain such elements.   

• The DigCompEdu framework, which describes what it means for educators to be digitally 

competent and identifies 22 key competences, can serve as an excellent starting point for all ITE 

and continuous teacher professional education (CPD). 

• In addition to integrating elements of digital literacy into all ITE courses, a specific course on 

combating disinformation, building resilience, as well as digital and information literacy is 

recommended as a separate course in all ITE institutions. Such a course should be a compulsory 

part of all teacher education programmes. 

• Continuous teacher professional development should be based on active learning and should 

be situated, extended in time, participatory, and linked to educational practice. CPD opportunities 

should align with the needs of both schools and national educational frameworks. 

• More attention needs to be devoted to the training of teacher educators and professional 

development providers, since they are multipliers. 

• Any ITE or CPD related education needs to make use of engaging materials and approaches 

that have demonstrated their value, especially through evaluation, while allowing for 

flexibility due to cultural and other situational factors. Materials and approaches should also be 

age appropriate.  

• ITE and CPD can benefit by connecting teachers and educators to existing initiatives that 

promote digital literacy at the national and international level. This would promote the 

sharing of experiences and support transferability of good digital literacy practices across the 

EU.  

• Solid measurement instruments are needed to assess baseline levels of digital literacy among 

both teachers and students. 

• Digital literacy is a complex phenomenon, and simplistic assessment instruments should be 

avoided. Schools, teachers, and students can benefit from clear assessment guidelines that are 

subject sensitive. The use of standard assessment standards can promote better understanding of 

where gaps exist and where further efforts and measures are needed to address gaps.  

• Teachers need specific training and guidance relating to how they can best assess the 

progress that their students are making in terms of their digital literacy competences.  

• Teachers would benefit from specific training relating to how they can best assess their own 

digital literacy, and their own progress in digital literacy.  

• The systematic evaluation of students’ digital literacy skills at regional/national/EU level 

would be useful. This will make it possible to compare and follow developments on an 

aggregated level.  
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1. Background of the report 
 

This background chapter introduces the reader to the purpose and rationale of the informal European 

Commission Expert Group on tackling disinformation and promoting digital literacy through education and 

training, as well as some of the key definitions in the field of digital literacy and disinformation as related to 

education and training.  

Purpose 
 

The Digital Education Action Plan (2021-2027) of the European Commission1 called for an action to develop 

guidelines for teachers and educators to tackle disinformation and promote digital literacy through education 

and training, stressing the key role education and training plays in equipping young people with the skills 

needed to live and thrive in the digital age. The Commission therefore launched a dedicated Expert Group on 

tackling disinformation and promoting digital literacy through education and training2 to support the 

development of the guidelines.  

 

This report represents the efforts of the 24 members of the Expert Group from Member States across the 

European Union, facilitated by two external experts and staff from the European Commission (the Secretariat). 

The official activities included in this report took place from October 2021 through April 2022. All experts 

have extensive expertise in tackling disinformation and promoting digital literacy through education and 

training.  

 

The report brings together the main insights produced by the Expert Group regarding both challenges and 

potential solutions for this emerging and complex field. Although many parts of the document can be useful 

as a stand-alone overview of the field, it is primarily intended as a key resource and background in the 

development of guidelines for teachers and educators, a second and final outcome of the Expert Group. The 

target audience is policymakers at EU, national and regional level, civil society, academia, the education and 

training community, and interested citizens. 

 

The work of the Expert Group reflects the evolving expertise around the dynamics of contemporary mass 

media, digital literacy and efforts to combat disinformation through education and training, as well as the 

growing need to develop guidelines for educators involved in fostering digital literacy and tackling 

disinformation in their classrooms. The concept of digital literacy connects closely to related concepts such as 

digital media literacy, media literacy, and data and information literacy. In line with the Digital Education 

Action Plan (2021-2027), we use the concept of digital literacy in this report, with the understanding that 

various international reports and authors refer to digital media literacy, information literacy and media literacy 

when addressing similar issues.3 

 

                                                           
1 See Digital Education Action Plan (2021-2027) here. 
2 The members of the Expert Group were selected through a published call for experts, open 30 May-29 June, 2021. 
3 Digital media can also be considered one aspect of contemporary mass media phenomena. 

https://education.ec.europa.eu/focus-topics/digital-education/about/digital-education-action-plan/digital-education-action-plan-action-7
https://education.ec.europa.eu/focus-topics/digital-education/about/digital-education-action-plan/digital-education-action-plan-action-7
https://education.ec.europa.eu/focus-topics/digital-education/about/digital-education-action-plan/digital-education-action-plan-action-7
https://education.ec.europa.eu/focus-topics/digital-education/about/digital-education-action-plan/digital-education-action-plan-action-7
https://ec.europa.eu/transparency/expert-groups-register/screen/expert-groups/consult?lang=en&groupID=3781
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Rationale 
 

As presented in the Digital Education Action Plan (2021-2027), the effective use of digital learning 

technologies and resources in education and training is considered to be a key enabler related to realising the 

vision of achieving a European Education Area by 2025.4 The Digital Education Action Plan places particular 

emphasis on the importance of making digital learning inclusive, while recognising that effective use of digital 

technologies can provide learning that is more personalised, interactive and tailored to the needs of the learner. 

 

Dynamic and accelerating advancements in the world of digital technologies (e.g. bots, virtual environments, 

holograms, digital assistants and AI augmented reality), as well as increased internet use, have fuelled the 

debate on the importance of preparing young people to access, use, understand and critically assess all forms 

of media. This is all the more important when, according to a survey conducted in 2020 by the EU Kids Online 

network, young people aged 9-16 spent an average of almost three hours (2.8 hrs) online each day. In 

some Member States such as France, Germany, Italy, Portugal and Spain, this average had doubled or nearly 

doubled since 2010.5  

 

As the Digital Education Action Plan highlighted, communication across geographical, linguistic and cultural 

borders has never been so easy and immediate. Access to digital technologies promotes both unparalleled 

social and educational opportunities as well, for instance, the connections between digital learning, 

empowerment and an ‘inclusive’ future. The ability and right of people to access and benefit from a large range 

of information sources is key to the functioning of democratic societies, as it allows for the exchange of 

divergent opinions and ideas. The effective and responsible use of digital learning technologies and resources 

is a key tool for lifelong learning and to help young people become active and responsible members of society. 

It is important to educate young people about digital technologies, not only relating to how technology systems 

work, but also on the impacts of digital technologies, especially impacts related to individual well-being.  

 

In parallel to many opportunities, the rapid and pervasive emergence of digital technologies potentially exposes 

(young) people to a plethora of online threats on a regular basis. These include disinformation, misinformation 

and political propaganda, conspiracy theories, cyberbullying, recruitment efforts by extremist organisations, 

cyber predators, phishing, scams and malware. There is evidence that people of all ages are increasingly at risk 

(Makosa, 2013) and that they are being exposed to various forms of disinformation (i.e. what is colloquially 

referred to as ‘fake news’). Information overload and the lack of effective ways to filter information poses 

another challenge. This challenge makes it necessary for individuals to be able to critically approach, assess 

and verify information in order to become more resilient to threats. At the societal level, the online 

manipulation of information (which is increasingly sophisticated and easily disseminated) has affected 

people’s trust in mainstream media and reliable sources of information. Human vulnerabilities are exploited 

to undermine political institutions, public opinion and the quality of democratic debate across the EU and 

elsewhere.6 There is early evidence to suggest that increasing exposure to disinformation can prevent people 

                                                           
4 Ibid. 
5 Source: EU Kids Online 2020 Survey results from 19 countries. The EU kids Online Network (2020). It is also worth noting 

that in 2019, 94 % of young people in the EU-27 made daily use of the internet (see: 

https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Being_young_in_Europe_today_-_digital_world). 
6 Issues such as internet neutrality, freedom of speech and responsible journalism also come into play. 

https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Being_young_in_Europe_today_-_digital_world
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accepting facts altogether and can cause people to doubt the very value of science and scientific evidence 

(Leiserowitz et al., 2017). 

 

Educational institutions are in a unique position to help educate young people about the threats identified 

above. Schools and other educational institutions have received a societal mandate to educate future 

generations. Due to the constant exposure of young people to the digital universe, those involved in education 

and training have an important task to stay abreast of an ever-changing environment and equip young people 

with the critical thinking skills required to exercise judgment, analyse complex realities and recognise the 

difference between opinion and fact. Education thus has a crucial role to play in helping young people 

strengthen the competences needed to successfully navigate the digital world they encounter on a daily basis. 

Such efforts need to take into consideration the many peculiarities of the online world, such as algorithms, 

information or filter bubbles and echo chambers.7 Developing such competences can empower young people 

to benefit from, and contribute to, the world of online debate and discussion. It can help them critically engage 

with information on the one hand, and create and share their own content, on the other.  

 

The importance of promoting digital literacy among school students has been underlined by the European 

Commission8, UNESCO9, the OECD10  and the Council of Europe11, among others. All recognise that formal 

and non-formal education, as well as training, can play a critical role in expanding awareness of how to tackle 

disinformation, promote online safety and contribute to fostering critical thinking skills among students. These 

are essential when navigating the online world. Digital literacy education has been further shown to contribute 

to tackling online radicalisation, as well as being an effective intervention strategy to prevent both online and 

offline violence (Grizzle et al., 2014). 

  

Fowler-Watt and McDougall (in press) note that competences are not enough and that what is truly needed is 

a sustained process of digital literacy building, rooted in a critical mind-set and a desire to access and diversify 

trustworthy media ecosystems. This implies, according to these authors, a long term, sustainable, educational 

and civic project within democratic values. 

Working Definitions 
 

Experts may differ on the various definitions and concepts used in the broad field of digital literacy, depending 

on their theoretical background, be it in education, psychology, sociology, media studies or another orientation. 

It was not the intention for the Expert Group to reflect on definitional issues. Instead, the proposed definitions 

below are based on existing EU and internationally recognised ones, adjusted however for the purposes of the 

activities of the Expert Group. 

 

                                                           
7 Filter bubbles refer to online environments where individuals only see posts that they agree with. Echo chambers have 
been defined as ‘environments in which the opinion, political leaning, or belief of users about a topic is reinforced due to 

repeated interactions with peers, or sources having similar tendencies and attitudes. Please see Kitchens, B., Johnson, S. 

L., & Gray, P. (2020)  here, and Cinelli, M., Morales, G. D. F., Galeazzi, A., Quattrociocchi, W., & Starnini, M. (2021) here. 
8 See the Digital Literacy Strategy of the European Commission. 
9 See, for instance UNESCO (2021) here:  
10 See, for instance OECD (2022) here.  
11See the Digital Citizenship Initiative of the Council of Europe. 

https://www.darden.virginia.edu/sites/default/files/inline-files/05_16371_RA_KitchensJohnsonGray%20Final_0.pdf
https://www.pnas.org/doi/10.1073/pnas.2023301118
https://education.ec.europa.eu/focus-topics/digital-education/digital-education-action-plan
https://en.unesco.org/ci-programme/mil
https://www.oecd-forum.org/posts/united-we-stand-digitally-divided-we-fall-gold-standard-digital-literacy-ensures-access-to-technology-regardless-of-age-gender-and-background
https://www.coe.int/en/web/digital-citizenship-education/home
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Digital literacy: Digital literacy is the ability to access, manage, understand, integrate, communicate, evaluate, 

create and disseminate information safely and appropriately through digital technologies. It includes 

competences that are variously referred to as information literacy and media literacy, computer and ICT 

literacy. Digital Literacy involves a dimension of active and civic engagement with the digital world and 

promotes active citizenship.12 

 

Media literacy: While there are many components to media literacy, a concise definition is ‘ability to access 

the media, to understand and critically evaluate different aspects of the media and media contexts, and to create 

communications in a variety of contexts.’13 

 

Media and Information literacy: Considering it a public good, UNESCO has defined this term as the ‘ability 

to understand information for public good; the ability to critically engage with information, media, and digital 

communication for participation in sustainable development goals; and the ability to seek and enjoy the full 

benefits of fundamental human rights’.14 

 

Digital pedagogy: Digital pedagogy refers to the use of innovative digital tools and conceptual approaches. It 

is intended to support adaptive and personalised learning and contribute to the design of new creative modes 

of learning, enrichment of learning experiences and improvement of learning outcomes. UNESCO notes that 

digital pedagogy values open education, including open educational resources.15 

 

Disinformation: Disinformation (commonly referred to as ‘fake news’) consists of verifiably false or 

misleading information that is created, presented and disseminated for economic gain or to intentionally 

deceive the public that may cause public harm.16 Disinformation should not be confused with misinformation, 

which is verifiably false information that is spread without the intention to mislead, and often shared because 

the user believes it to be true. Malinformation is a third concept, different to disinformation and 

misinformation, and typically refers to factually correct information that is used harmfully.17 

 

Nevertheless, the spread of disinformation, misinformation and malinformation can have a range of 

detrimental consequences for young users but also at a societal level, such as threatening our democracies, 

polarising debates, and putting the health and security of EU citizens at risk. 

 

                                                           
12 This definition is inspired by the UNESCO definition presented here: UNESCO’s A Global Framework of Reference on 

Digital Literacy Skills for Indicator 4.4.2. We have removed the phrase ‘for employment, decent jobs and entrepreneurship’ 

and added the component: ‘Digital Literacy involves a dimension of active and civic engagement with the digital world and 
promotes active citizenship.’ 
13‘ European Parliament, 2008. AN OVERVIEW OF MEDIA LITERACY;  which can be accessed here.  
14 UNESCO, 2021, Media and information literate citizens: think critically, click wisely!;  which can be accessed here.  
15 UNESCO, 2022, Unit of Digital Pedagogy and Learning Materials; which can be accessed here.  
16 European Commission, 2022, Tackling disinformation; which can be accessed here.   
17 Annenberg School for Communication, Understanding and Addressing the Disinformation Ecosystem, Philadelphia, 2018; 

which can be accessed here.    

https://urldefense.com/v3/__http:/uis.unesco.org/sites/default/files/documents/ip51-global-framework-reference-digital-literacy-skills-2018-en.pdf__;!!DOxrgLBm!VazYt7MJy8qf4mUIeOD23MchbS_0m_wy9o3T3OgAL-GSlI8DVYtSAf-wGhXyheQvs65mkagMz1D4MuY$
https://urldefense.com/v3/__http:/uis.unesco.org/sites/default/files/documents/ip51-global-framework-reference-digital-literacy-skills-2018-en.pdf__;!!DOxrgLBm!VazYt7MJy8qf4mUIeOD23MchbS_0m_wy9o3T3OgAL-GSlI8DVYtSAf-wGhXyheQvs65mkagMz1D4MuY$
https://www.europarl.europa.eu/RegData/etudes/note/join/2008/397254/IPOL-CULT_NT(2008)397254_EN.pdf
https://unesdoc.unesco.org/ark:/48223/pf0000377068
https://iite.unesco.org/unit-of-digital-pedagogy-and-learning-materials/
https://digital-strategy.ec.europa.eu/en/policies/online-disinformation
https://firstdraftnews.org/articles/understanding-disinformation/
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2. Key themes relating to 
disinformation and digital literacy 

 

The following four subchapters reflect key challenges, as well as potential solutions, relating to the combating 

of disinformation and the promotion of digital literacy, as identified by the Expert Group. These subchapters 

focus on the following themes: 

 

2.1. The nature of disinformation and ways to tackle it. Subchapter 2.1 focuses on the nature of 

disinformation. It first provides some general background information on disinformation and then describes 

how modern means of communication and knowledge sharing, especially in the digital world, such as social 

media, have shaped it. It highlights several key potential approaches to address false information online 

(especially prebunking and debunking), as well as tools and strategies to verify information in formal and non-

formal learning contexts.  

 

2.2. Key dimensions of digital literacy. This subchapter provides an overview of some of the common and 

emerging components of digital literacy programmes in education and training contexts in Europe, which the 

literature in this area suggests may be central to the successful development of digital literacy. It highlights 

several key approaches and initiatives that promote digital and media literacy in Europe. 

 

2.3. Needs analysis and context from a teacher/educator perspective: This subchapter focuses on the role 

of teachers in promoting digital literacy and countering disinformation, looking at both initial teacher education 

(ITE) and continuing professional development (CPD). It includes a discussion of where and how teachers can 

be supported in developing the digital and media literacy competences they themselves and their students need, 

and how developing such competences can be embedded in courses offered in teacher training colleges and 

CPD programmes. The chapter also addresses effective learning opportunities in the classroom, what this 

entails for teachers and the role of students, parents/guardians and families in this process. 

 

2.4. Key approaches across Member States to counter disinformation and to promote digital literacy in 

education. Subchapter 2.4 offers insight into various initiatives and approaches that have been taken within 

and across Member States to promote digital literacy and tackle disinformation.  

 

Each thematic chapter includes inspiring practices identified by the Expert Group.  
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2.1. Theme 1: The nature of disinformation 

and ways to tackle it 

Disinformation in the 21st century 
 

In today’s world, disinformation spreads significantly farther, faster, deeper and more broadly than real news 

(Vosoughi, Roy & Aral, 2018; Pennycook & Rand, 2018). This can partly be explained by psychological 

factors that play a major role in influencing the ways in which people trust and disseminate news. Such factors 

include a person’s social identity (Pereira et al., 2021), level of reasoning and relevant knowledge, as well as 

his or her familiarity with an information source (Pennycook & Rand, 2021). Research in the field of 

psychology shows that unless we have a reason to doubt a news story, we tend to accept it as real, trusting our 

intuitions (Schwarz & Jalbert, 2021). Disinformation furthermore deliberately plays into people’s basic 

emotions, such as fear, anger, or empathy, making it more difficult to combat.18 It has also been noted that 

often people seem to be ‘lazy not biased’ when it comes to sharing disinformation (Pennycook & Rand, 2019). 

 

Traditionally, the information environment19 has been primarily shaped by journalists (trained in schools of 

journalism) who acted as gatekeepers. They were expected to demonstrate social and professional 

responsibility and ethical behaviour. In some instances, sanctions could be imposed. Presently, with the 

proliferation of digital devices and the emergence of online media, access to information and opinions has 

become much broader, less transparent and less controllable. Almost anybody can disseminate information 

and opinions to the outside world at any time and from any location, and this can be done anonymously. While 

some disinformation can be relatively harmless, the widespread use and circulation of disinformation can 

‘undermine the public’s ability to identify desirable policies, their desire to engage in politics and their sense 

of the very legitimacy of democratic governance’ (Kahne & Bowyer, 2017, p. 4).20 21 

 

The ability for just about anybody to disseminate information has in theory provided the potential for the 

voiceless to have a voice and allowed a broad range of opinions to be heard. The potential for spreading 

rumour, gossip and disinformation, however, has never been greater. Also, the profit model of some 

technology companies serves as a disincentive to take action against disinformation. The algorithms used by 

such companies to help users find information can amplify disinformation.22 The spread of disinformation is 

further fuelled by the fact that online platforms do not fall under the formal definition of publishers, which 

implies that standard media regulations do not apply to them.23 

                                                           
18 See for instance Van der Linden, S., & Roozenbeek, J. (2020) here and Martel, C., Pennycook, G., & Rand, D. G. (2020) 

here.   
19 It should be noted that the information environment is much broader than the media and includes for instance scientific 

information and library sciences. In schools it also includes online learning materials and textbooks. Here we focus on media 

sources of information, including social media. 
20 See also definition above. 
21 The European Commission has noted that ‘the risk of harm caused by disinformation includes threats to democratic 
political processes and values.......and is driven by the production and promotion of disinformation for economic gains or for 

political or ideological goals.’ (p. 11) A link to this document can be found here. 
22 See for instance the EDRi article (2021) here. 
23 Lambert (2021) has noted that the advent of social media has led to the regulation of mediators becoming less effective, 

since there is limited mediation. The main victim of this new model, according to this author, has been rationality (science 

and evidence-based storytelling). In the realm of social media, facts and opinions are frequently mixed: the emergence of 

so-called ‘alternative facts’ has been the result of this approach (Nicita, 2021). 

https://www.sdmlab.psychol.cam.ac.uk/system/files/documents/inoc.pdf
https://cognitiveresearchjournal.springeropen.com/articles/10.1186/s41235-020-00252-3
https://www.ecsite.eu/sites/default/files/amulti-dimensionalapproachtodisinformation-reportoftheindependenthighlevelgrouponfakenewsandonlinedisinformation.pdf
https://edri.org/our-work/targeted-online-big-tech-business-model-sells-your-deepest-secrets-for-profit/


20 

 

 

 

The European Commission has noted that ‘while technologies offer new and easy ways, notably through social 

media, to disseminate information on a large scale and with speed and precision, they can also be used as 

powerful echo chambers for disinformation campaigns. Disinformation erodes trust in institutions and in 

digital and traditional media and harms our democracies by hampering the ability of citizens to take informed 

decisions. It can polarise debates, create or deepen tensions in society and undermine electoral systems, and 

thus have a wider impact on European security.’24  

 

Accordingly, the EU is taking steps to regulate online platforms (see Box 1 below). 

 

Box 1 : Some EU initiatives to regulate online platforms 

There are several ongoing initiatives, based on human rights considerations, taking place in the EU and in 

Member States to regulate online platforms. These initiatives ensure a trustworthy, transparent and safe 

online environment for users. 

 The European Commission's Code of Practice is a tool that ensures greater transparency and 

accountability of platforms’ policies on disinformation. The Code is currently undergoing a major 

revision, which will further strengthen platforms’ commitments on matters such as empowering users 

to recognise disinformation. The revised Code will feature a comprehensive and transparent 

monitoring system that will allow an independent verification of the effectiveness of platforms’ 

actions. 

 The European Democracy Action Plan (2020) is designed to empower citizens and build more 

resilient democracies across the EU. The three main pillars of the Plan are 1.) promoting free and fair 

elections; 2.) strengthening media freedom; and 3.) countering disinformation. 

 The Digital Services Act (DSA) and Digital Markets Act (DMA) aim to create a safer digital space 

where the fundamental rights of users are protected, and to establish a level playing field for 

businesses. These regulations balance the responsibilities of users, online intermediaries and public 

authorities, placing European citizens at the centre. They ensure a greater democratic oversight over 

systemic platforms and include provisions aiming to mitigate online risks such as manipulation and 

disinformation.  

 The European Media Freedom Act (EMFA; in progress, to be proposed this year) will complement 

the EU legislative framework with specific measures to safeguard media freedom and pluralism, and 

the integrity of the EU internal market. The aim is to work towards a thriving EU media market based 

on common standards on transparency, pluralism and independence as well as regulatory convergence 

and cooperation. With EMFA, the Commission intends to propose a carefully calibrated framework, 

which is also complementary to well-functioning national systems. The initiative is aligned with the 

EU's efforts to promote democratic participation and support media freedom and pluralism, as set out 

in the Democracy Action Plan. It also complements the Digital Services Act package. 

 Being the first in the world of its kind, the Commission proposal for European Declaration on Digital 

Rights and Principles offers a citizen centric approach to digitalisation by establishing inclusion, 

participation, empowerment to choose, safety and sustainability as core values in the digital 

environment. The aim is to ensure that the values of the Union and the rights and freedoms of 

individuals are applied both offline and online. 

                                                           
24 Europa nu (2018) Tackling online disinformation; which can be accessed here. 

https://digital-strategy.ec.europa.eu/en/library/guidance-strengthening-code-practice-disinformation
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2020%3A790%3AFIN&qid=1607079662423
https://eur-lex.europa.eu/legal-content/en/TXT/?qid=1608117147218&uri=COM%3A2020%3A825%3AFIN
https://eur-lex.europa.eu/legal-content/en/TXT/?qid=1608116887159&uri=COM%3A2020%3A842%3AFIN
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_85
https://ec.europa.eu/newsroom/dae/redirection/document/82703
https://ec.europa.eu/newsroom/dae/redirection/document/82703
https://www.europa-nu.nl/id/vknuehbbebva/nieuws/tackling_online_disinformation
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While the advent of digital media has the potential to allow exposure to alternative views and multi-

perspectives, it also tends to limit exposure to other opinions. People can enter closed virtual worlds where 

they can interact exclusively with like-minded people and receive information exclusively tailored to their 

interests. An individual can now work, study, entertain, shop and interact with others online without 

encountering those with another worldview. The earlier mentioned concepts of filter bubbles and echo 

chambers reflect this. 

 

Digital channels such as social media offer vast opportunities to communicate with others in unfiltered ways, 

but often limit exposure to other viewpoints. Schwarz and Jalbert (2021) note that: 

‘In many ways, one might think that social media were designed to make 

questionable messages seem true. (...) most social media messages are 

short, written in simple language, and presented in optics that are easy to 

read, which satisfies many of the technical prerequisites for easy 

processing. These fluent messages are posted by one’s friends, a credible 

source. The content they post is usually compatible with one’s own beliefs, 

given the similarity of opinions and values in friendship networks.’ (p. 81). 

In addition to less exposure to alternative views, the pattern has been for public discourse to shift away from 

fact-based evidence (science, knowledge, expertise, etc.) to more opinion and emotion-based approaches. This 

can potentially lead to polarisation and conflict. The use of algorithms connects well to human emotions by 

identifying preferences and amplifying them through ‘likes’ and ‘clicks’, and serves the business model of 

social media. This business model often fuels polarisation and conflict. Social media users rarely question the 

process by which algorithms work (Zuboff 2022, Hao, 2021; Mozur, 2018). 

The nature of disinformation, however, is not static and has undergone change. This requires the educational 

community to remain vigilant and up to date, so that students (and teachers) can remain resilient to 

disinformation across time and contexts. There are indications that disinformation has become: 

• less detectable;  

• more aggressive in reaching its target audiences (sometimes called ‘sensitive audiences’);  

• more (semi) automatically created;  

• more elusive regarding  content-moderation;  

• enhanced by algorithms;  

• increasingly focused on and created within groups; 

• scattered across numerous platforms;  

• spread on encrypted channels and platforms; 

Box 2: Conspiracy theories 

Present day disinformation has frequently been characterised by a wide variety of conspiracy theories. 

Education about the dangers of conspiracy theories is commonplace, but several studies have shown that 

mere exposure to conspiratorial discourse, even when conspiratorial claims are dismissed, often makes 

people less likely to accept more accurate information. (Lewandowsky et al., 2017). It is also difficult to 

disprove conspiracy theories since they reduce highly complex issues to simplistic explanations and causes. 
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• increasingly present on platforms with little to no-existing community standards;  

• spread in a top-down manner;  

• streamed online (Garcia-Camargo & Bradshaw, 2021).  

 

The consequence of the above, according to the World Health Organization (WHO), is the infliction of serious 

damage to society. This could be seen during the so-called ‘infodemic’ emerging from the COVID-19 crisis 

(WHO, 2021). 

 

Though harmful disinformation can target a variety of people and communities, a report for the European 

Parliament notes that: ‘Disinformation poses a particular threat to minority groups that are vulnerable to 

victimisation and discrimination.’25  In some instances, disinformation can be used to condone or promote 

violence. For instance, the European Digital Media Observatory (EDMO)26 documented the vast amount of 

politically motivated disinformation in February and March 2022 being spread about the ‘military actions 

against the whole Ukraine.’ A significant amount of disinformation either denied or justified extreme violence 

based on false information. Various fact-checking organisations have, in response, become active in examining 

truth claims about the conflict.27 

Disinformation technology and psychology 
 

The increase in sophistication that characterises the technology supporting the spread of false information in 

the digital universe is profound. Research shows how young people struggle to determine the credibility of 

texts, images and videos when these are presented in deceptive ways (Breakstone et al., 2021; Ku et al., 2019; 

Nygren & Guath, 2019, 2021). This problem has worsened with the use of new and advanced digital 

communication technologies including bots, self-writing algorithms, cheap fakes and deep fakes.  

 

The phenomena above exploit a variety of common psychological mechanisms, such as fact resistance, truth 

bias, confirmation bias, identity threat, backfire effect and the illusion of truth (see Box 3).  

 

Box 3: Common psychological mechanisms that relate to disinformation  

 ‘Fact resistance’ (Hendricks and Vestergaard, 2018) is the reluctance to accept a fact even though 

there is evidence for it. 

 ‘Truth bias’ (Pantazi, Kissine and Klein, 2018) means that it is easier to accept a statement than to 

reject it, even if we are told that a source is unreliable. 

 People tend to look for confirmation of what they already believe, which is the so-called 

‘confirmation bias’ (Nickerson, 1998).  

                                                           
25 See European Parliament (2021) The impact of disinformation campaigns about migrants and minority groups in the EU, 

which can be accessed here. 
26 EDMO is an independent institution that supports the creation of a cross-border and multidisciplinary community of 

independent fact-checkers and academic researchers, who collaborate with relevant stakeholders in detecting, analysing 

and exposing potential disinformation threats. 
27 See, for instance the work of hive mind. 

https://edmo.eu/2022/02/28/war-in-ukraine-the-fact-checked-disinformation-detected-in-the-eu/
https://www.europarl.europa.eu/thinktank/en/document/EXPO_IDA(2021)653641
https://en.hive-mind.community/media-literacy
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Box 4: Common psychological mechanisms that relate to disinformation  

 When one’s group’s affiliation prevents us from seeing the whole picture it is called ‘identity threat’ 

(Nyhan and Reifler, 2018). Opinions are partly shaped by group affiliation and social identity. 

Therefore, counter-evidence risks creating a ‘backfire effect’ under certain circumstances 

(Lewandowsky, Ecker, Seifert, Schwarz and Cook, 2012), This effect refers to beliefs sometimes 

being strengthened when they are questioned. It still remains unclear under what circumstances and 

among which individuals the backfire effect actually takes place. 

 ‘Illusion of Truth’ refers to the process that if a statement is repeated often enough, we believe it 

(Wikforss, 2017). 

 

With deep fakes (videos that appear authentic but show a fictional reality) it has become exceptionally difficult 

to distinguish between fact and fake, even for the well-trained eye (Köbis et al., 2021). This is especially true 

when the false information is guised in scientific vocabulary (Alea, 2022). A report for the European 

Parliament28 from 2021 also noted the deleterious nature of deep fakes29: the development of deep fake 

technology threatens the field of journalism and is a new dimension of disinformation. They conclude that 

deep fakes ‘have a malicious, deceitful and even destructive potential at an individual, organisational and 

societal level.’30 Among the negative societal impacts, the report mentions:  

 

• damage to democracy; 

• manipulation of elections; 

• damage to international relations; and  

• damage to national security. 

 

Deep fakes can be seen as simply ‘a new technological expression of a much older phenomenon.’ However, 

that perspective would fall short when it comes to understanding their potential societal impact. The deep fakes 

used around the military attack in Ukraine in the spring of 2022 are but one example of the how they can 

become a political weapon. In general, deep fakes find fertile ground in both traditional and new media because 

of their often-sensational nature31. Several scholars have also noted that there is a risk of a ‘liar’s dividend’ 

where people in an era of deep fake learn not to trust real evidence (Chesney and Citron, 2018).      

Tackling disinformation 
 

Disinformation is not only a question of detection but calls for learning processes that provide children and 

young people with a critical mindset – giving them an understanding of how the media has evolved historically, 

its purpose in society, as well as how it has been used and abused. Such understanding also includes the media 

being used as a political tool for instance for propaganda purposes. Furthermore, addressing disinformation 

                                                           
28 European Parliament, 2021, Tackling deepfakes in European policy, which can be accessed here.  
29 Deepfakes can be contrasted with cheap fakes. Deepfakes rely on machine learning and represent one end of a spectrum 

of audiovisual AV manipulation. The deepfake process is both the most computationally-reliant and also the least publicly 

accessible means of creating deceptive media. Cheap fakes rely on cheap, accessible software, or no software at all. See 

Paris, B., & Donovan, J. (2019) here.  
30 European Parliament, op.cit., p. IV.  
31 Ibid., p III.  

http://www.europarl.europa.eu/RegData/etudes/STUD/2021/690039/EPRS_STU(2021)690039_EN.pdf
https://datasociety.net/wp-content/uploads/2019/09/DS_Deepfakes_Cheap_FakesFinal-1-1.pdf
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goes beyond solutions that focus on rational thought and cognition only – it involves human emotions as well 

(Allcott et al., 2017). 

 

It is a difficult task to verify the validity of information spread online. Most people do not have the time, skills 

or resources to verify information themselves. Nevertheless, the most effective way to verify information, 

according to Waters (2020), is to empower users of all ages and to promote the development of their media 

literacy competences. People should be able to distinguish between the professional standards upheld by 

regulated mass media sources and the output of social media sources that are far less regulated by media laws 

and abide far less to professional standards. Such empowerment also has the aim of protecting the most 

vulnerable groups, such as children.  

 

Perhaps the most common approach to countering disinformation more professionally is fact-checking.32 It 

has been shown that school activities, in which school students engage in fact-checking, leads to an improved 

ability to judge the credibility of digital content (Wineburg et al., 2022). Fact-checking is a task that can be 

done by algorithms, by professionals or by people with in-depth knowledge of a certain issue, and then shared 

with the broader community. A good deal of fact-checking in education makes use of so-called lateral reading 

strategies.33 Lateral reading consists of comparing a source with other sources relating to the same topic, in 

addition to merely checking the source itself. This can be done in both formal and non-formal education by 

students and other learners. Proper fact-checking, carried out by teachers (with their students), is a multi-

layered process due to its complexity and requires training. In short, such competences do not ‘come 

naturally’.34 

Though students today are often immersed in new 

media and have a great deal of experience with the 

digital world, they do not necessarily know how to act 

in a safe manner on social media. They often lack the 

ability to engage in critical thinking or reflect on the 

ethical dimensions of their online actions. Effective 

approaches to encourage these aspects include 

‘learning by doing’ and interactive, student-centred 

methods that provide them with the possibility to 

‘experience facts’.35 In such cases, the students play 

an active role in their own learning supported by 

teachers and updated teaching materials. 

 

Despite the widespread use of fact-checking, it alone 

cannot replace the value of strengthening certain 

media competences, such as the development of 

                                                           
32 An interesting initiative is the annual International Fact Checking Day, which started in 2014. Also noteworthy is: The 

International Fact-Checking Network (IFCN) at Poynter was launched in 2015.  
33 Lateral reading, according to researchers at Stanford University, refers to an approach in which people evaluate ‘where 

information comes from to decide whether it is trustworthy, which implies leaving a site to see what other digital sources 

say about it’. See link.  
34 See Wineburg, S., & McGrew, S. (2019) here.  
35 See Tan, L., & Kim, B. (2015) here.  

Box 5: Media monitoring operations 

Media monitoring operations initiatives - aimed at 

promoting awareness of the situation – can make 

use of various analytical models. A good example 

is a modified Lasswell’s construct (Arcos, 2018; 

Yu, Jin, Zhai, Ni & Wang, 2021):  

1. Who says what? 

2. On behalf of whom (or on its own behalf)? 

3. With what intentions? 

4. In what situations? 

5. With what assets? 

6. Using what strategies (key messages and 

channels)? 

https://factcheckingday.com/
https://www.poynter.org/ifcn/
https://www.poynter.org/ifcn/
https://cor.stanford.edu/curriculum/collections/teaching-lateral-reading/
https://eric.ed.gov/?id=EJ1262001
https://www.researchgate.net/publication/312827520_Learning_by_Doing_in_the_Digital_Media_Age
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critical thinking and an awareness of the kinds of threats that may not be subjected to quick verification.36 

Furthermore, initiatives that combine being exposed to disinformation with an alternative explanation as an 

approach, and those that explain why disinformation was disseminated (motives) are reported to be more 

effective than simple fact-checking and appeals to credibility alone (Walter & Murphy, 2018).37 It should be 

noted that there is initial evidence that the frequently-used approach of exposing people to counter/alternative 

narratives can actually be counterproductive for certain target audiences (such as those who are prone to accept 

extremist views), though on the whole they can have a positive impact on people.38 There is also some 

evidence39 that the use of such alternative/counter narratives can especially (positively) impact those ‘on the 

fence’ or those  in  the ‘movable middle’–  expressions that refer to individuals who do not hold firm beliefs 

in any direction. 

 

In a recent research paper, Roozenbeek & van der Linden (2021) identify several key approaches to tackling 

disinformation, including prebunking and debunking.40  

 

Box 6: Effective resources for countering disinformation  

Prebunking materials: 

 Bad News Game 

 Breaking Harmony Square 

 Go Viral 

 Loki's Loop deepfake Escape Room by Washington University Information School 

Materials promoting digital fact-checking and/or media literacy: 

 The News Evaluator 

 Civic Online Reasoning 

 YouVerify 

 ‘News Challenge’ by Lie Detectors 

 ‘Quelle: Internet?’ by Stiftung Neue Verantwortung 

 The EU-funded Better Internet for Kids platform 

 

Prebunking is defined as a pre-emptive refutation of the persuasive argument.  

                                                           
36 For instance, ‘breaking news’ events are difficult to be fact-checked due to lack of reliable data, highly specialised topics 

can be out of reach for fact-checkers who are not knowledgeable in a particular domain.  
37 Examples of such initiatives are: News Evaluator by Uppsala University, Civic Online Reasoning by Stanford University 

and YouVerify by Savoir Devenir. 
38  In a study examining counter narratives to address support for ISIS it was found that counter narratives had a mild 

positive impact in general, but that exposing people to counter narratives who were at greater risk of radicalisation was 

counterproductive and enhanced their support for ISIS. 
39 Euractiv (2020) Policy-makers should develop ‘vaccine’ against disinformation about migrants, which can be accessed 

here.  
40 The authors also refer to the concept of the often-cited approach of Inoculation. This ‘prevention is better than a cure’ 

approach, closely connected to prebunking, is based on so-called ‘Inoculation Theory’ and refers to the potential to develop 

a kind of psychological ‘vaccine’ or ‘anti-bodies’ against false information, preparing the individual for future 

disinformation.40 Examples include games, videos, and infographics.40. It has been noted that initiatives based on 

inoculation theory are a promising approach but not a cure-all.40  This is partly because they are short term solutions. 

https://www.getbadnews.com/#intro
https://harmonysquare.game/en
https://www.goviralgame.com/books/go-viral/
https://www.lokisloop.org/
https://newsevaluator.com/
https://cor.stanford.edu/
https://youverify.eu/en/resources
https://lie-detectors.org/wp-content/uploads/2022/02/LD-news-challenges_all.pdf
https://www.stiftung-nv.de/de/publikation/quelle-internet-digitale-nachrichten-und-informationskompetenzen-der-deutschen
https://www.betterinternetforkids.eu/resources
https://www.ri.se/en/what-we-do/projects/the-news-evaluator#:~:text=The%20News%20Evaluator%20is%20a,criticism%20tool%20for%20digital%20media.
https://sheg.stanford.edu/students-civic-online-reasoning
http://savoirdevenir.net/you-verify/
https://www.frontiersin.org/articles/10.3389/fpsyg.2020.01059/full
https://www.euractiv.com/section/all/news/policy-makers-should-develop-vaccine-against-disinformation-about-migrants/
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Debunking, contrary to prebunking, happens after the fact. It aims to rectify already presented information 

and refers to the intention to clarify the primarily false information presented and thus force the recipient to 

think more deeply about the published facts (Kvetanová & Kačincová-Predmerská & Švecová, 2020). It aims 

to rectify already presented information. 

 

There is some initial evidence of potential actions that can be taken in order to ensure the efficacy of debunking. 

For instance, targeted and well thought-out prebunking campaigns require solid media monitoring capacity, 

proper knowledge of target audiences and sensitive groups, foresight and risk analysis, and a good grasp of 

human psychology.41  

 

Inspiring practices in Europe related to understanding the nature of disinformation and ways to tackle 

it  

1. In Denmark, the teaching material ‘Fake bombing or fake news?’ takes classrooms back in time to World 

War II, and introduces students to how and why propaganda is used. As part of the exercise, students watch 

two films that each report a school bombing very differently, using different narratives and with contradictory 

accounts of what happened. 

2. In Germany, the social media awareness campaign #TrueStory by the Vodafone Germany Foundation 

reached more than a quarter of the German youth population within three months by placing short educational 

video messages on disinformation on various social media channels. The campaign showed the effectiveness 

of using highly frequented digital spaces as ‘on-the-go’ spaces of learning and critical reflection for young 

people. 

3. Also in Germany, Journalismus macht Schule is an alliance of media houses, teachers, teacher-trainers 

and academics. It works closely with schools and journalists. 

4. In Romania, the Fake news challenge for Romanian youth with the slogan ‘Disinformation under a 

magnifying glass’ aims to develop young people's digital skills, and to help them understand the digital media 

ecosystem and to recognise how disinformation manifests itself in public discourse.  

5. In Poland, high school students were consulted in order to produce a ‘practical guide’ on how to combat 

disinformation. The process demonstrated that humour is a powerful element to improve the attractiveness 

of tools and that involving students helps make guidelines more engaging.  

6. In Finland, Faktabaari is an award-winning Finnish fact-checking service that brings accuracy to public 

debates. The non-partisan journalistic service uses social media to collect and distribute pedagogical fact-

checks. 

7. In France, the Guidelines for media and information literacy provides advice to teachers in terms of 

learning objectives and proposed general tasks in order to develop media and information literacy. The 

guidelines are split by cycle of education (Cycle 2 and Cycle 3) with different objectives for each cycle. 

 

                                                           
41 See: van der Linden & Roozenbeek & Compton (2020). 

https://filmcentralen.dk/grundskolen/undervisning/fejlbombning-eller-fake-news?sub=24254#.YW04cfpBw2y
https://klickwinkel.de/truestory/
https://journalismus-macht-schule.org/
https://www.eurocomunicare.ro/nato-public-engagement/
https://faktabaari.fi/edu/
https://eduscol.education.fr/document/327/download
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2.2. Theme 2: Key dimensions of digital 

literacy 
 

Recent decades have seen a proliferation of programmes and initiatives to build digital literacy across Europe, 

alongside a rapidly growing scholarly literature on digital and media literacy. An understanding of what 

developments and trends have taken place, what has worked well, and where the field currently stands is a 

necessary basis for identifying priority areas for moving forward.42   

What is meant by digital literacy? 
 

Frequently, the concept of digital literacy is seen purely in terms of individuals developing knowledge, skills 

and competences to navigate the digital universe. Rather than being an end in itself, digital literacy (see Chapter 

1 – Working Definitions) provides a path towards achieving broader goals. The main purpose of digital literacy 

education can be seen as helping individuals of all ages develop the competences needed to become better 

critical thinkers, effective communicators, and active and empowered members of today’s society. 

Strengthening digital literacy can also be seen as a more comprehensive way of coping with disinformation. 

Media, in all its forms, has been referred to as the connective tissue of democracy, and through gaining 

competences in digital literacy and digital citizenship young people can fully participate in key democratic 

processes in their communities and in society (Wunderlich & Hölig, 2022). 

 

Since digital literacy is part and parcel of developing the insights and competences that people need to become 

informed and active participants, there is a clear connection to citizenship and civics education. The 

strengthening of such competences also needs to include a basic knowledge of technology: for example, how 

do internet and communications technologies work, how are they applied in education and society, what are 

the mechanisms behind algorithms and what are some key privacy issues? (Ferrari, 2013). 

 

Box 7: Closing the digital divide  

A key issue relating to promoting digital literacy is access to digital technology, in and outside of the 

classroom. Various studies have shown that a digital divide continues to exist across Europe. Especially in 

times of crisis, such as the COVID-19 pandemic with school disruptions in most countries, special provisions 

and policies needed to be taken to ensure mass digital access to remote school education. In Greece, for 

instance, such measures were facilitated through the White Paper on Digital Transformation 2020-2025. The 

aim was to leapfrog into a much more ambitious growth trajectory in the future (Andriopoulou & Panagiotou, 

2022). The policy included a National Coalition for Digital Skills and Employment that specifically targeted 

the: ‘launching of actions to […] address the digital divide in all sectors of the Greek economy and society’, 

including the education sector. 

 

                                                           
42 For a current systematic meta-study on the effects of digital literacy and media literacy intervention in the German 

speaking context, see Wunderlich & Hölig (2022). 

https://digital-skills-jobs.europa.eu/en/actions/national-initiatives/national-strategies/greece-digital-transformation-strategy-2020-2025
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Digital literacy programmes 
 

Digital literacy programmes vary in size, links to formal education, level, duration and purpose. However, they 

all provide resources or specific training that are either designed for, or can be used in, formal educational 

contexts by both teachers and external partners. 

 

A first conclusion from the research on digital citizenship is that programmes to promote digital literacy ‘do 

work’ – if done well. For instance, Kahne and Bowyer (2017) conducted a study to assess to what extent 

exposure to digital literacy made people better able to assess the accuracy of information they encountered in 

the media. Their results conclusively showed that, in general, people who reported limited digital literacy 

education were less able to recognise biased information. Those who reported the most digital literacy learning 

experiences were more successful in distinguishing between evidence-based content and content with 

disinformation. The authors concluded that ‘individuals who reported high levels of media literacy learning 

opportunities were considerably more likely to rate evidence-based posts as accurate than to rate posts 

containing misinformation as accurate – even when both posts aligned with their prior perspectives.’ 

 

Developing digital literacy is multifaceted and a dynamic process. One is never fully literate in an ever-

changing environment. Both literature and practice increasingly recognise digital literacy not as a singular 

concept but as complex and multi-modal. Successful digital literacy programmes often have several 

dimensions that connect to support students to use, produce, navigate and critically engage with multiple types 

of technologies, texts, data, information and media. Such programmes view digital literacy as a set of 

interrelated competencies that enable young people to participate actively in digital societies (Knobel and 

Lankshear, 2018). Importantly, as mentioned, these competencies are not static but fluid and constantly 

changing as new developments, such as the rapid growth of misinformation and disinformation, and the 

emergence of cheap fakes and deep fakes, re-shape technological and media landscapes. This means digital 

literacy programmes need to be responsive, agile and equip students with the competences they will need for 

life-long digital literacy skills (Pangrazio, 2016). 

 

Rather than reinventing the wheel, digital literacy programmes often use or adapt transnational models such as 

DigComp, the European Digital Competence Framework and related framework for educators, DigCompEdu. 

Such frameworks can provide reference models for: (1) the design and monitoring of initiatives; (2) the 

description of specific competences; (3) the level of mastery for each competence; and (4) consolidating a 

European approach to the reinforcement of digital competences. DigComp itself was born out of an analysis of 

best practices and constant consultation with experts in the field. It has been revised and updated regularly, and 

version 2.2 was published in March 2022.43 Such frameworks usefully break down digital literacy into multiple 

components and provide descriptions rather than prescriptions of desired competencies (Carretero et al., 2018). 

The updated DigComp 2.2 framework specifically provides examples how citizens can engage confidently, 

critically and safely with digital technologies and online information. This is especially important in view of 

debates about how specific or broad definitions of digital literacy should be, and how to translate the term and 

operationalise it in different linguistic and teaching contexts (Pangrazio, Godhe and Ledesma, 2020). 

                                                           
43 See Digcomp 2.2 here.  

https://ec.europa.eu/jrc/en/digcomp
https://ec.europa.eu/jrc/en/digcompedu
https://publications.jrc.ec.europa.eu/repository/handle/JRC128415
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Box 8: History education related to initiatives to promote digital literacy and combat disinformation 

Euroclio, the European History Teacher’s Association, has increasingly been addressing the abuse of history 

by means of disinformation, connecting this to propaganda in the past. Teaching with EUROPEANA is a 

blog that enables teachers to share their experiences by designing learning scenarios for students. For 

example, the scenario Can I trust you?, to be used transversally as ‘civic education’, focuses on media 

literacy, knowledge and the verification of data related to the topic of human migration. 

The House of European History in Brussels has devoted attention to past propaganda and how it connects to 

disinformation. From 2020 – 2022 it had a temporary exhibit entitled: Fake for Real: A History of Forgery 

and Falsification. The exhibition, which includes virtual tours of falsehoods in history, shows how the roots 

of disinformation have a long history. There is also a focus on the character of historical falsifications in 

periods of conflict and war.  

Though not located in Europe, the often-visited Newseum website offers lesson plans entitled: Fake News 

through History: Analysing Historical Sources. They make use of the E.S.C.A.P.E. strategy. The acronym 

stands for Evidence, Source, Context Audience, Purpose, Execution. The approach looks at whether a source 

is credible or not. It entails closely analysing ‘a historical source, shedding light on media shortcomings of 

the past and drawing comparisons to present-day challenges.’ 

Key and emerging components in the field 
 

Below are some of the key and emerging components in the field of digital literacy programmes. 

 

Increasing emphasis on students as (co-)producers: As some digital literacy programmes emphasise that 

students need to become empowered and active participants in both society and in their own learning (see e.g. 

Wunderlich & Hölig, 2022), they are often based on students (co-)creating content and taking responsibility 

for their own learning. This reflects a growing emphasis on pedagogies that support active, interactive and 

collaborative learning such as project and inquiry-based learning, and increased student choice regarding the 

questions they engage with and the outputs they produce to demonstrate their learning. This also frequently 

implies involving young people from the outset in the design process of such programmes. Such involvement 

can include, among other things, integrating the use of social media, video production or games, which are 

tools that students feel comfortable with (Grizzle et al., 2014; Moore, 2008; Wilson et al., 2013; Share et al., 

2019). 

 

Such approaches need to be well organised so that students receive sufficient support, guidance and feedback, 

and develop specific knowledge and skills in a way that is learner-centred rather than technology-centred 

(Bulger, Mayer and Metzger, 2014). This means a shift in traditional roles whereby instead of solely 

‘transmitting’ knowledge, teachers become more concentrated on guiding students and scaffolding educational 

experiences to support students to discover, articulate, and apply knowledge and skills digitally. 

 

Better ongoing support and training for teachers and educators: The rapidly changing digital and media 

landscape, and the challenging nature of some misinformation and disinformation (see Chapter 2.1) mean that 

https://euroclio.eu/2022/01/06/the-thin-line-between-propaganda-and-fake-news-a-blog-post/
https://teachwitheuropeana.eun.org/
https://teachwitheuropeana.eun.org/learning-scenarios/can-i-trust-you-ls-it-231/
https://historia-europa.ep.eu/en/fake-real
https://historia-europa.ep.eu/en/fake-real
https://newseumed.org/tools/lesson-plan/fake-news-through-history-analyzing-historical-sources
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digital literacy programmes need more emphasis than ever on supporting teachers and educators.44 This is 

addressed fully in the next chapter. 

 

Attention to power, equity, rights and responsibilities: As mentioned earlier, digital literacy is fast 

becoming a prerequisite of being an active member of our democratic societies. Lack of the skills associated 

with digital literacy may impede the way people stay informed, participate in the digital public discourse, place 

trust in government and public institutions or feel connected to society at large. Providing this larger context 

gives digital literacy programmes more relevance and emphasises the power dynamics inherent in unequal 

access to digital literacy skills. Cross-country data, such as PISA 2018, show clearly that less advantaged 

students feel more uncertain about how to safely detect disinformation (OECD, 2021a; Suarez-Alvarez, 2021). 

It has been pointed out that not only do digital literacy programmes need to include attention to ethics, privacy, 

human rights issues and security, they also need to use an explicit equity lens to prevent a further widening of 

the so-called ‘digital gap’ (Van Deursen et al., 2017). At the same time, the ‘democratisation’ of access to 

information, especially the possibility for each individual to produce and publish content, data and information 

with a mere click to an audience of millions places enormous responsibilities in the hands of individuals. 

Digital literacy programmes therefore tend to also explicitly explore the agency given to individuals in a digital 

society and how it can be used safely and responsibly. 

 

Working in partnership: The complexity and ever-evolving nature of digital literacy makes it especially 

challenging for any person or educator to be fully competent in all its specificities. Multi-professional teams 

within digital literacy programmes or collaborations between educators or with organisations with different 

expertise can therefore often be key to a well-rounded programme offer. Moreover, teachers’ competencies 

can be effectively complemented when schools collaborate with external partners such as civil society 

organisations, which bring in expertise from fields essential to digital literacy such as, journalism, technology, 

the arts, or law. In 2016 a mapping of media literacy practices across the EU-28 (Insights and Chapman, 2016) 

showed that these partnerships are a key aspect of delivering a successful media literacy programme.  

 

Scalable, sustainable, and evidence-based approaches, adapted to local contexts: High quality digital 

literacy programmes are evidence-based and include attention to scalability, sustainability and adaptability. 

Scalability requires resources that can be adapted to other linguistic and local contexts (Carretero et al., 2018). 

It also means that implementation challenges and lessons learnt are shared internationally to build a body of 

knowledge about best practices. There are several existing platforms and networks that seek to support these 

types of approaches.  

 

New approaches to assessment: The question how to assess (and how to observe, demonstrate, recognise and 

measure) digital literacy in education is another crucial issue. Digital literacy programmes may necessitate a 

rethinking of how learning outcomes are assessed, and how these assessment procedures are themselves 

                                                           
44 Mis- and dis-information usually focus on ideas with the potential to create and maintain political and social polarisation 

and division. Mis- and dis-information are often designed not only to attract attention and be tempting to ‘share’ but also to 

produce moral outrage and to discredit particular people, ideas, actions or political entities. It may also re-cast those who 

disagree with or question the advanced position as enemies of a particular people or cause. Thus, controversial topics are 

many and might include accusations of criminal activity or fraud, and transgressions of religious, moral or democratic 

principles (Tucker et al, 2018). 

https://www.oecd.org/pisa/publications/pisa-2018-results.htm
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accredited or integrated into the broader school assessment system. Since digital competence is composed of 

knowledge, skills and attitudes, assessment needs to be multifaceted. Mastery and progress are connected to 

both the product and the process. It is important that students understand exactly what they are required to 

develop and demonstrate, and how they should get there. 

 

The previous observations reflect developments in assessment approaches in education, for instance through 

a focus on well-being45, iterative formative assessment (assessment for or as learning rather than assessment 

of learning), and more student involvement in their own assessment and the assessment of their peers (DeLuca, 

Coombs, and LaPointe-McEwan, 2019). Digital literacy programmes therefore use a variety of assessment 

approaches ranging from peer and self-assessment, which can make use of tools such as MyDigiSkills or 

Europass, to the issuing of certifications and qualifications in higher education and for lifelong learning. The 

European Commission is addressing this latter issue by establishing a European approach to micro-credentials 

and running a feasibility study on a European Digital Skills Certificate, but it is too early to draw any 

conclusions from these two initiatives, beyond the recognition of the need for them. 

 

Box 9: Example of a self-assessment instrument for students 

EduMediaTest (2020-2021) is an EU co-funded project that allows secondary education students aged 14-18 

years to test and evaluate their online media and digital literacy skills. Through an online questionnaire and 

an accompanied Media Kit, the tool explores student’s knowledge and abilities to identify disinformation, 

detect hidden interests in sources, spot stereotypes, behave responsibly when it comes to copyright and 

explain their online behaviour. EduMediaTest is now available as an Open Educational Resource (OER) in 

10 EU languages to all school communities as an initial assessment of media and digital literacy of pupils 

aged 14-18 years, aiming to improve their media skills, based on the results obtained and free training 

materials. The questionnaire evaluates media and digital literacy broken down into six dimensions: language, 

technology, interaction, production and analysis, ideology and values, and aesthetics (Ferrés and Piscitelli, 

2012).  

 

Strong monitoring and evaluation frameworks: Monitoring and evaluation systems take several different 

forms in digital literacy projects and programmes. There are several tools to help students and teachers assess 

their digital skills and competencies. SELFIE for Teachers is a tool that specifically supports primary and 

secondary teachers in assessing their digital skills and competences.  Information from self-reported and 

perceived effects need to be supplemented with other, more robust measures, which for instance involve pre- 

and post-testing of experimental and control groups. Self-reports have limited validity not least as people tend 

to overestimate their digital literacy skills (Köbis et al., 2021; Mahmood, 2016; Nygren and Guath, 2019). Pre- 

and post-test with valid and reliable test items linked to the intended learning outcome provide more accurate 

assessments. For instance, mixed method approaches and design-based studies could be used to study the 

learning processes and outcomes from educational efforts to better understand what and how people learn to 

navigate disinformation (Anderson and Shattuck, 2012; Creswell and Clark, 2017). Strong monitoring and 

evaluation can be facilitated by ensuring that programmes are based on specific and explicit aims and 

                                                           
45 See Lifelong Learning Platform - RETHINKING ASSESSMENTS: PRIORITISING LEARNERS’ WELLBEING – AT A GLANCE. 

Available here.  

https://lllplatform.eu/news/rethinking-assessments-prioritising-learners-wellbeing-at-a-glance/
https://mydigiskills.eu/
https://europa.eu/europass/digitalskills/screen/home?referrer=epass&route=%2Fen
https://ec.europa.eu/social/BlobServlet?docId=24995&langId=en
https://edumediatest.eu/
https://education.ec.europa.eu/news/new-online-tool-to-support-teacher-digital-skills
https://lllplatform.eu/news/rethinking-assessments-prioritising-learners-wellbeing-at-a-glance/
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outcomes, targeted to clearly identified needs and that the design of monitoring and evaluation frameworks is 

suitable for these outcomes and allows continuous learning and improvement (Law et al., 2018). Ensuring 

rigorous monitoring and evaluation is one of the challenges of providing digital literacy programmes and 

projects, but they are important for strengthening digital literacy provisions across Europe.      

 

Finally, it is important to use and further develop a rich set of cross-measurement instruments, since the impact 

of digital literacy education to address disinformation may differ across national and cultural borders and 

contexts (Nygren et al, 2021; Roozenbeek, Linden and Nygren, 2020). This can require cross-border 

collaboration among researchers and evaluators. 

 

Figure 1: An example of how to measure media and digital literacy skills (adapted from Lopes, Costa, 

Araujo & Ávila 2018, p.513) 

 

 

 

Inspiring practices related to key dimensions of digital literacy 

1. In Cyprus, the experimental pilot Antibodies to MisInformation has the goal to develop ‘metacognitive 

attitudes and skills’ of adolescent students that allow them to critically assess digital information regarding 

polarising issues, such as climate change. The programme is co-created by the students themselves with 

guidance from journalists, educators and policy makers.  

2. In the Netherlands, social experiments on online exposure were carried out where 15-year-old students 

were asked to use only online communication for 24 hours. The aim of the experiment was to establish 

whether students would be willing and able to migrate their communication to online-only environments and 

renounce all other types of communication. The experiments found that the students did not want to emigrate 

to an existence online-only.  

 

https://medialiteracy.cut.ac.cy/
https://www.slideshare.net/onnohansen/youngsters-online-only-for-24-hours
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Inspiring practices related to key dimensions of digital literacy 

3. In Portugal, the Digital Citizenship Academy 2019–2022 is a community-based project focused on pre-

school and primary school children in the Lisbon area. Launched in 2015, the initiative is in its third phase 

focusing on democratic participation and media literacy. The Digital Citizenship Academy offers teacher 

training, regular monitoring, a school newspaper, a website and has an official YouTube channel.  

4. In Spain, Empantallados is a platform for parents – born out of the need to accompany children in the 

digital world. Advice is shared across four areas where technology has an impact on the child: personality; 

sociability; security; and creativity. With respect to sociability, for example, it is recognised how screens 

may lead to isolation, but can also be used for learning how to relate to others and for developing social skills.  

5. In Sweden, Orka Plugga – Source Criticism offers video material aimed at raising young people’s 

awareness on how they leave digital footprints and how online information is filtered. Questions raised 

include: Do you verify the source when reading articles in your news feeds? What is a filter bubble and how 

can you break out of it? What is the difference between journalists and a news provider on social media? 

 

  

https://adt202122.wordpress.com/
https://www.youtube.com/channel/UCZW7kz44f1x6WKH9AusjsbA
https://empantallados.com/
https://urplay.se/program/197519-orka-plugga-kallkritik-om-digitala-fotspar-och-filterbubblor
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2.3. Theme 3: What do teachers and educators 

need? 
 

Teachers46 play a key role in equipping their students with the skills, competences and knowledge to tackle 

disinformation and promote digital literacy in classrooms and schools. It is therefore important to take a deeper 

look into what this means in the reality of school environments. Teachers are significantly over-burdened47 

and therefore any further demands on their time and energy need to consider the contexts in which they work, 

their background and the skills they already have, school management expectations, the resources that are 

available, and the constraints and opportunities afforded by for instance the national curricula (Borko et al., 

2010; Caena, 2011). We need to consider not only practical implications but also what motivates and drives 

teachers to acquire the competences they need, and subsequently apply them as part of their daily teaching 

process in today’s multicultural classrooms. 

 

Initial Teacher Education (ITE) 
 

As in other areas, initial teacher education (ITE) related to strengthening digital competences needs to actively 

engage pre-service teachers, encourage and empower them to be responsible for their own learning, exploit 

existing learning opportunities in their real-life environments, as well as familiarising them with the 

importance of contextualisation (Wilson et al., 2013). Research on media and information literacy in Europe 

(Frau-Meigs et al., 2017) observed that there is, in most EU Member States, zero to little provision for formal 

teacher training in media literacy or media education. Teachers may therefore lack the necessary experience 

or knowledge to critically assess the pedagogical implications of a particular tool, familiarity with the ethical 

issues that digital platforms raise for student data privacy, or simply the time and resources to build 

participatory digital literacies (Foulger et al., 2019). 

 

ITE institutions can lay solid foundations for teachers' digital and media literacy skills, even though equipping 

teachers with the necessary competences is a lifelong exercise in a constantly evolving environment (Wilson 

et al., 2013). The development of teachers' competences is a continuum that begins with ITE and continues 

throughout their professional career as continuing professional development. Presently, the European Digital 

Competence Framework (DigComp) and the European Framework for the Digital Competence of Educators 

(DigCompEdu) can serve this purpose.  

 

The development of digital and media literacy is most effective if all teachers, rather than only specialised 

teachers, receive training and this starts at the pre-service level. This also allows for discussion and 

collaboration among pre-service teachers, irrespective of their subject area preferences. The ability to search 

for relevant and reliable information, assess its validity, and detect biased information is vital for all subjects.  

 

                                                           
46 It is also important to note that in schools, other professionals such as school psychologists, school social workers and 

librarians can play an important role, especially in whole school approaches to promoting digital literacy. 
47 See for instance Deutsche Welle (2017), Study: school stress harming teachers here.  

https://ec.europa.eu/jrc/en/digcomp
https://ec.europa.eu/jrc/en/digcomp
https://ec.europa.eu/jrc/en/digcompedu
https://www.dw.com/en/study-school-stress-harming-teachers/a-39470773
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Continuing Professional Development (CPD) 
 

In-service teachers’ professional development in digital literacy differs from that of initial teacher education 

in several ways, such as duration, competing responsibilities, mechanisms to support teacher learning, teaching 

experience and expertise. Traditionally, in many countries, more resources are allocated to initial teacher 

education than in-service teacher training (OECD, 2020); also, there is insufficient teacher education in media 

and information literacy (Sigh et al., 2015). This indicates a gap between theory, which sees the teaching 

profession as dynamic, changing and in need of continuous professional development (CPD), and traditional 

practices that view teacher learning as fixed and accumulated primarily during pre-service and early teacher 

training. Increasingly, researchers call for teachers to be seen as professionals and intellectual partners in 

designing and enacting opportunities for learning (Kyza et al., 2022) and to be supported in becoming flexible 

and adaptive experts throughout their teaching careers (Superfine et al., 2022). 

 

Research indicates that successful in-service professional development programmes tend to be aligned with 

the goals of the school, take place in the teacher’s own work environment, are extended in time, embedded in 

practice and provide opportunities for continuous professional development (Borko et al., 2010; Desimone, 

2009). According to Darling-Hammond et al. (2017), effective professional development should: (a) be linked 

to disciplinary-specific teaching strategies (content focused); (b) adopt active learning strategies (such as co-

design and participatory design); support collaboration and the development of learning communities; (c) 

model best practices; (d) provide mentoring, coaching and the development of teachers’ expertise, and (e) 

should allow for feedback and reflection over extended periods of time. Research points to the importance of 

connecting professional development to practice, supporting teachers as reflective practitioners (Schön, 1983) 

and examining effectiveness in relation to teacher and student learning (Clarke & Hollingsworth, 2002; 

Fishman et al., 2003). Teacher learning should also be seen as a complex and dynamic system, and care should 

be given to the micro, meso and macro levels of how schools operate, to the school environment and the school 

infrastructure (Opfer & Pedder, 2011). 

 

Box 10: How are teachers taught digital literacy most effectively? 

Research relating to how to educate teachers most effectively around issues of digital literacy and media 

literacy is still being gathered and there is still limited evidence to indicate what the most effective 

programmes are (see McDougall et al., 2018). Countering the vast amount of disinformation that students 

(and teachers) encounter online is highly challenging and requires an interdisciplinary approach. Initial 

evidence shows that leaving teachers to their own devices after receiving training is not very effective. 

Instead, establishing teacher design teams who work in collaboration with experts from other fields (i.e. 

social scientists, computer scientists, journalists, researchers, etc.), local partnerships, and research-practice 

partnerships to develop, implement and assess learning materials to foster digital and media literacy skills 

against disinformation can provide a rich context for teacher learning (Voogt et al., 2011). Such an approach 

also helps create locally sensitive and adaptive approaches to counter disinformation and misinformation 

(Tomé et al. forthcoming). Attention also needs to be given to the training of teacher educators and the 

partnerships and resources that are needed by mentor teachers during their continuous professional 

development (CPD) practices and sustain teachers’ engagement with CPD (taking into account aspects such 

as accreditation).   
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Creating effective learning environments for digital 
literacy 
 

To identify the kinds of resources that teachers and educators need to teach about countering disinformation 

and promoting digital literacy, it is important to consider how best to create the most conducive environment 

for such teaching in the classroom. 

 

Lack of time, lack of confidence and experience, an overburdened schedule, standard curriculum requirements 

and increased polarisation within our societies pose a challenge to teachers planning lesson time to the topic 

of disinformation and digital literacy. The inherently divisive nature of disinformation has the potential to 

trigger strong emotional student reactions in the classroom (Keegan, 2021). Often these reactions stem from 

students’ social identities that have formed due to their basic human need for social belonging (Baumeister & 

Leary, 1995; Alexander, 2008). Social identities influence how individuals interpret the world and give it 

meaning. We are in essence social animals, relying greatly on people we trust to form knowledgeable, nuanced 

views about complex matters (Sloman & Fernbach, 2017). Our social environment also impacts our goals, 

emotions and behaviours (Van Bavel & Packer, 2021).  

 

The digital universe allows social identities to be increasingly communicated and amplified in moral and 

uncompromising terms (Van Bavel & Packer, 2021). Teachers often lack the training to effectively deal with 

and manage such emotions among their students. This can easily lead to dissatisfaction, stress and burn out.48 

 

In a digital world, teachers are increasingly required to move out of a more traditional role of transferring 

knowledge about subject content to their students. Pedagogical approaches relying mainly on a uni-directional 

transfer of knowledge have been found to be insufficient to address controversial topics in the classroom 

(Keegan, 2021).  

 

Box 11: An example of a pre-service education initiative in the EU 

CoMMiTTED – Covid, Migrants and Minorities in Teacher Education: A Fake News Observatory to promote 

Critical Thinking and Digital Literacy in Times of Crisis (2021-2023) 

This Erasmus+ Project involves the Universidad de Navarra, the Universidade da Aveiro and the Stichting 

Katholieke Universiteit Brabant. The project addresses digital issues by planning, developing, testing and 

evaluating resources for digital teaching education. It aims at enhancing student teacher’s critical thinking 

and builds digital teaching competences. 

The outcomes of the project are: (1) an on-line databank called Pedagogical Observatory of fake News; (2) 

two on-line teacher education modules; one developing interpreting and relating skills and the other critical 

cultural awareness; and (3) a pedagogical e-handbook for teachers and teacher trainers. 

 

In classrooms where teachers plan to tackle disinformation, creating a more tolerant, safe and trusting learning 

                                                           
48 There are indications that the COVID-19 pandemic exacerbated teacher burnout and stress (Steiner & Woo, 2021). Some 

of this was caused by disinformation related to COVID-19 and vaccinations, and both parent and student attitudes relating 

to these issues (Hidalgo-Andrade & Hermosa-Bosano, 2021).  

https://ec.europa.eu/programmes/erasmus-plus/projects/eplus-project-details/#project/2020-1-DE01-KA226-HE-005742
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space for students is critical. Top-down teaching methods such as lecturing, can create distance and 

disengagement. Promoting a positive common group identity among students and between students and 

teachers, based on trust, creates the kind of positive learning environment needed to tackle controversial 

issues.49 

Engagement of young people 
 

In today’s world, children can start interacting with digital devices when they are still in the crib (Chaudron et 

al., 2018), evolving gradually to making new connections on social media, creating and sharing their own 

content and becoming ‘information-seekers’ (Stalker et al., 2019). Due to this they are more acquainted with 

digital devices than previous generations. Adolescents generally use the internet more than the adult population 

for finding information, whether for informal or formal learning (Eurostat, 2020). However, it is one thing to 

search and find information, but another to identify reliable information online and to analyse the information 

encountered online. Many young people are poorly equipped to verify the truth of online information50  and 

some see the role of education and training key in supporting them with the development of these skills 

(Eurobarometer, 2019). This points to a need for more support, whether from parents, older peers, schools or 

digital providers (Stalker et al., 2019). At the school level, teachers are increasingly confronted by children 

bringing the online world into their schools and classrooms, while most teachers lack sufficient insight in how 

their students use social media.51 

 

Children’s use of digital technology has changed in recent years. During the COVID-19 lockdown, children 

increased their consumption of digital content and changed how they used digital devices (extending it from 

entertainment to a much more academic use). This represented a shift for children in how they perceived the 

digital world (Cachia et al., 2021). Given the increase in academic use, information verification has become 

an even more pressing issue. A systematic literature review, focused specifically on news, concluded that 

college students tend to lack the ability to distinguish between true and fake news, and that lack of critical 

thinking could be linked to people’s inability to identify disinformation (Machete & Turpin, 2020).52 It is 

therefore an important task for society to ensure that teachers have the competences to effectively engage with 

young people when teaching how to tackle disinformation and develop media literacy. Teachers need access 

to resources and master strategies to engage students in critical analysis (e.g. critical observation, reverse image 

search, geolocation) and reflexive production, as well as dissemination of media content to help them develop 

key digital literacy competences. Such competence building is most effective if it starts from the students' 

interests and is developed on devices they use regularly. Activities should, as much as possible, be student-led 

and teacher facilitated. They can also be aimed to stimulate positive social change, for instance through service-

based learning (Clark, 2013).53 

                                                           
49 See also: Hansen-Staszyński & O. Staszyńska-Hansen, B. 2022. 
50 See the research story from Stanford university here.  
51See Euroclio (2022), THE THIN LINE between propaganda and fake news: a blog post, which can be accessed here and 
Schouwstra, M. (2016), which can be accessed here. 
52 A study by Wineberg and McGrew (2019) showed that ‘historians and students often fell victim to easily manipulated 

features of websites, such as official-looking logos and domain names.’ 
53 Service-based learning is an educational approach that combines classroom work with real-life experience in serving the 

community. This ‘experiential learning’ process helps children personally discover how the educational, emotional and 

psychological benefits of their individual and collective efforts can boost their own sense of self-worth and self-esteem. See 

https://www.wecanwecanwecan.com/partners. 

https://ed.stanford.edu/news/stanford-researchers-find-students-have-trouble-judging-credibility-information-online
https://euroclio.eu/2022/01/06/the-thin-line-between-propaganda-and-fake-news-a-blog-post/
https://essay.utwente.nl/69019/1/Schouwstra_MA_BMS.pdf
https://eric.ed.gov/?id=EJ1262001
https://www.wecanwecanwecan.com/partners
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Involvement of parents/carers and families 
 

While a great deal of effort has been devoted in recent years to ensure that schools are optimal environments 

to promote the acquisition of digital literacy skills, the intensive use of digital technologies is increasingly also 

part of family routines (Holloway et al., 2013). Students usually access the digital world from home with or 

without the support of parents/carers. They interact with peers, do homework, complete class assignments, but 

also encounter the multiple threats that characterise the online and social media world, such as disinformation 

or cyberbullying. This reality highlights the importance and potential benefits associated with teachers 

connecting with parents and families when initiating activities to enhance students' digital literacy skills. 

Recent research has shown the importance of parents’ example for children in using digital devices and the 

importance of practices families have at home (Stephen et al., 2013; Marsh et al., 2015). Parents are usually 

the main providers of digital technology for their children, and at the same time offer them a first and important 

example of how to use it, something their children tend to mirror (Terras et al., 2016). Though working with 

parents can be beneficial for all, it should be noted that in some cases extra caution is needed; for instance, 

where parents are firm believers of conspiracy theories. When this is the case, school becomes the most 

appropriate place for students to be taught the skills needed to evaluate conspiracy claims and disinformation 

in a more critical way.54 

 

Formal and informal learning are both important to assure any competence acquisition, and this is no different 

with respect to digital and media literacy (Terras & Ramsay, 2016). It can be beneficial for schools to offer 

families and parents (and/or carers) the possibility to increase their own digital and media literacy skills 

(Barnes & Potter, 2020), while also receiving advice on how to help and guide their children to better 

understand the role of digital technology in their lives. It can be useful for head teachers and teachers to take 

the initiative to create communication channels with families for this purpose. To some extent, such efforts 

can build on the communication channels created by schools during the school closures during the COVID-

19 pandemic. Several initiatives and resources worth highlighting that can be useful in engaging parents, 

include Digital Parenting from LSE, MeLi for Parents, Empantallados (ES) and Medianest (NL). Furthermore, 

the Better Internet for Kids website under the European Strategy for a Better Internet for Children includes a 

wide range of resources for parents and carers as well as teachers in all EU languages, such as a guide to the 

most popular apps and guidance on topical issues (for instance, on cyberbullying and on inappropriate content). 

Inspiring practices related to teachers 

1.  In Bulgaria, the handbook Competence approach in practice: holistic model for building key 

competencies in school provides a comprehensive model for development of the European reference 

frameworks for digital competences. Available for primary and secondary school teachers, the handbook 

offers training modules on topics such as how to best involve parents and how to build a community.  

2. In France, Eduscol launched by the Ministry of Education gathers academic resources that inspire teachers 

to foster critical thinking and tackle conspiracy theories. Teachers are encouraged to convey the importance 

of questioning one's own use of media, and reflecting and questioning dubious information before sharing it 

– especially on social media.  

                                                           
54 See Scientific American (2022), Schoolkids Are Falling Victim to Disinformation and Conspiracy Fantasies, available here. 

https://www.lse.ac.uk/media-and-communications/research/research-projects/parenting-for-a-digital-future
https://www.meli4parents.eu/
https://www.mediawijs.be/nl/tools/tools-voor-ouders
https://www.betterinternetforkids.eu/discover/parents-and-carers
https://www.safenet.bg/images/sampledata/files/Holistic_model_handbook-FINAL.pdf
https://www.safenet.bg/images/sampledata/files/Holistic_model_handbook-FINAL.pdf
https://eduscol.education.fr/1534/deconstruire-la-desinformation-et-les-theories-conspirationnistes
https://www.scientificamerican.com/article/schoolkids-are-falling-victim-to-disinformation-and-conspiracy-fantasies/
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Inspiring practices related to teachers 

3. In Lithuania, the NGO Creative Connections offers a programme designed to reveal and develop the 

creativity and critical thinking of both teachers and students. With a focus on reaching minority groups 

(Russian and Polish), the programme creates a space for collaboration between students, teachers and 

practitioners in the development of new and research-driven teaching methods.  

4. In Sweden, the News Evaluator is a testing tool that teaches an evidence-based method for online source 

criticism. Available in Swedish and English, it can be used by educators teaching source criticism, or by 

anyone wanting to learn how to evaluate the credibility of online news themselves.  

 

  

https://www.kurybinesjungtys.lt/tyrinejimo-menas
https://newsevaluator.com/
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2.4. Theme 4: Key approaches and initiatives 

across Member States 
 

Across Europe, there are significant differences in the way education is organised. In some countries, schools 

have more autonomy in the kinds of training opportunities they offer teachers, in their ability to choose 

resource materials, the way they implement instructions from the government, how progress is assessed and 

in the teaching practices that are, and can be, used. It has been noted that with respect to digital literacy, as is 

the case in general, whole-school approaches and safe learning environments are needed to effectively develop 

competences across various subject areas (McCowan, 2010; Liu et al., 2021). In such environments, students 

also need to have the freedom to express themselves and to disagree with each other and the teacher.  

 

Multiple efforts have taken place at the international level to promote student-centred learning approaches and 

to promote collaboration between schools and teachers. For instance, efforts have been taken to promote 

cooperation between schools to enrich school environments. The EU eTwinning initiative, which connects 

teachers from different countries, offers excellent opportunities for collaboration to develop joint projects that 

address disinformation and promote media literacy.55 Recent years have seen multiple European journalist-led 

initiatives, such as Erasmus+ funded ‘Journalism as a learning tool’ (for more examples see Box 13). Schools 

across Europe have also frequently collaborated with civil society organisations when developing media 

literacy programmes. Such initiatives include Faktabaari, AfricaCheck, Hive Mind, and Lie Detectors. Other 

projects like Social Media Literacy for Change, coordinated by European Schoolnet, take a whole school 

approach. Whole school approaches involve multiple actors in the school community such as students, 

teachers, school directors, librarians, school psychologists and school social workers. Furthermore, 

UNESCO’s Media and Information Literacy for Teachers website provides access to international, multimedia 

and multi-language media and information literacy (MIL) teaching resources for educators. 

 

The Media Literacy Index 2021 concludes that ‘better functional education and specialised media literacy 

education would offer resistance against the worst cases of fake news and post-truth' (Lessinski, 2021).  

Finland (1st), Denmark (2nd), Estonia (3rd), Sweden (4th) and Ireland (5th) top the rankings of the Media Literacy 

Index 2021 and have, according to the report, the ‘highest potential to withstand the negative impact of fake 

news and misinformation due to the quality of education, free media and high trust among people.’ Several of 

these EU countries, as well as for instance France have initiated a process to include digital and media literacy 

in their curricula – some from as early as primary-school age – with the goal of ensuring equal and gender 

sensitive access to digital and media literacy. In France, the Ministry of Education has provided guidelines as 

to where media and information literacy fits in the curriculum, at both the primary and secondary levels, in all 

disciplines, from math to languages.56 

 

In February 2022, the Ministry of Education issued a ‘circulaire’ (circular) ‘for the generalisation of Media 

                                                           
55 See for instance: Teaching Media Literacy and fighting Disinformation with eTwinning. 
56 Read more at the French Ministry of National Education, Eduschol, which can be accessed here.  

https://www.etwinning.net/en/pub/index.htm
https://jlt-project.eu/
https://faktabaari.fi/in-english/
https://africacheck.org/fr
https://en.hive-mind.community/media-literacy
https://lie-detectors.org/fr/
http://www.eun.org/projects/detail?articleId=3054453
http://www.eun.org/
http://unesco.mil-for-teachers.unaoc.org/
https://osis.bg/?p=3750&lang=en
https://www.etwinning.net/downloads/BOOK2021_eTwinning_INTERACTIF.pdf
https://eduscol.education.fr/1531/education-aux-medias-et-l-information
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and Information Literacy’ across all education cycles.57 

 

Box 12: Country examples of teaching digital literacy 

In Belgium (Flanders), initiatives to promote digital literacy (mediawijsheid) can receive a special award 

from the organisation Mediawijs (Media Wise). The annual initiative started in 2017 and the award is 

intended to give digital literacy initiatives recognition and visibility. Projects are judged on the following 

criteria: (1) content; (2) societal impact; (3) sustainability; (4) innovation; and (5) attention to digital 

inclusion. Multiple educational institutions have won an award. 

In Finland, the Ministry of Education and Culture launched the New Literacies Programme for 2020-2023. 

The programme includes descriptions of targeted competence in ICT, media literacy and programming skills. 

The descriptions of competence are based on the national core curricula for early childhood education and 

care and those for pre-primary, primary and lower secondary education. 

In France, teaching of digital literacy is the responsibility of two actors within the Ministry of Education: 

CANOPE and CLEMI, the Center for Media and Information Literacy created in 1983 and its contact points 

in the rectorates; EDUSCOL, the ministry’s website for teachers (Eduscol, 2021). Additionally, since 2007, 

school librarians have been trained in digital literacy, to obtain their professional degree. Since 2018, France 

has also involved the Ministry of Culture, the DGMIC (Directorate for media and cultural industries) and 

BPI (Bibliothèque Publique d’Information) to reach out to librarians, journalists and CSOs in the digital 

literacy field. 

In Sweden, critical thinking and source criticism are taught from an early age – already at preschool level – 

up to upper secondary school. In the national curriculum, it is stressed that pupils should develop digital skills 

while fostering a responsible attitude towards using digital technology. The educational programme thus 

provides pupils with conditions to develop their digital competence in ways that promote citizenship and 

entrepreneurship. Beyond students, the curriculum sets the objective that ‘all who work in schools’ should 

be aware of both the possibilities and risks of digitalisation (Skolverket, 2018). 

Teaching digital literacy across Europe 
 

Democratic values, critical thinking and media literacy can be subject-based or based on transversal 

competences, or a mix of both. New curricula in the EU (for example, in Austria and in the Flemish Community 

of Belgium) frequently use key competences as a basis for analysis (European Commission/EACEA/Eurydice, 

2019). One of the EU key competences is citizenship, which together with the digital competences are a firm 

basis for what should be aimed for in teaching digital and media literacy. A more detailed framework is 

provided by the Council of Europe (CoE) with its Reference Framework of Competences for Democratic 

Culture (see Chapter 4 for more information). The CoE stimulates its member states to integrate this framework 

in their education. Descriptors are provided to help educators design learning situations that enable them to 

observe learners’ behaviour in relation to a given competence. In most countries this is embedded within digital 

and media literacy education practices which are often implemented through project work or cross curricular 

activities.  

 

Experience from the COVID pandemic suggests that – in the absence of it being considered a core literacy – 

                                                           
57 More information can be at the French Ministry of National Education, ‘Enseignements primaire et secondaire’, which can 

be accessed here.  

https://www.mediawijs.be/nl/mediawijs-awards/winnaars-mediawijs-awards-2021
https://okm.fi/en/new-literacies-programme#:~:text=The%20New%20Literacies%20Programme%20aims,primary%20and%20lower%20secondary%20education
https://www.reseau-canope.fr/
https://www.clemi.fr/
https://www.skolverket.se/download/18.31c292d516e7445866a218f/1576654682907/pdf3984.pdf
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/reference-framework-of-competences-for-democratic-culture
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/reference-framework-of-competences-for-democratic-culture
https://www.education.gouv.fr/bo/22/Hebdo4/MENE2202370C.htm
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consigning digital literacy into a separate subject created a risk of the digital literacy being side-lined, 

particularly during times of crisis. For example, in order to prioritise ‘core’ subjects during pandemic shut-

down, Belgium's French-speaking state schools, had fewer citizenship lessons which generally include digital 

literacy training.58 Notable examples of teaching digital and media literacy as a distinct subject, as well as a 

cross-curricular or transversal competence, exist in the Nordic countries (Godhe, 2019).   

 

Various national initiatives also took place in advance of the earlier mentioned DigComp framework. The 

Spanish Ministry of Education, Culture and Sports adapted the framework for Spanish teachers, and it has 

been used as a strategic support document for further development of teacher professional development. In the 

Netherlands, a self-assessment tool was developed for teachers, so that they could assess their own digital 

literacy. 

 

Finally, relying on digital tools to identify manipulated images and videos has been shown to be a useful 

instrument in classrooms in several countries in Europe (Nygren et al., 2021). Students in France, Romania, 

Spain and Sweden who learned to use the video verification tool InvidWeVerify became better at identifying 

fake photos and videos after two hours of instruction (Nygren et al., 2021). Especially those teenagers who, 

after the self-test or instruction, used digital tools, such as text searches or reverse image search, managed to 

debunk misleading news. 

 

Boxes 12 and 13 offer examples of initiatives engaging journalists across Member States. 

Box 13: Lie Detectors 

Lie Detectors is an independent media literacy organisation working with 200+ professional journalists and 

schools in multiple EU countries and languages to enable children aged 10-15 and their teachers sort fact 

from fake online and understand how journalism works. Some key elements of their work include: 

 Approach, materials and scripts developed in multiple languages and designed to integrate local 

digital trends and translate easily from one language and media landscape to another, and yield 

consistent, measurable and comparable results. 

 Age-appropriate materials designed to address different themes, including COVID, the environment, 

general news and content for younger children; 

 Journalist selection and training to ensure child-centred approach and consistency; 

 Teacher training across all disciplines via seminars and mentorship; 

 Script and quality control elaborated with teachers, children, researchers and psychologists; 

 Cooperation with academia to measure progress and;  

 Balance of rural/urban/vocational schools. 

 

  

                                                           
58 See the policy document issued by issued by Fédération Wallonie Bruxelles, Belgium (2020) here (p. 3).   

https://www.cubiss.nl/mediawijsheidmeter
https://youverify.eu/en/node/19
https://lie-detectors.org/
http://www.enseignement.be/upload/circulaires/000000000003/FWB%20-%20Circulaire%207816%20(8071_20201031_161558).pdf
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Box 14: Additional examples of journalist-led initiatives in Europe 

In Germany, ‘Journalismus macht Schule’ provides an umbrella for approximately a dozen independent 

news-literacy initiatives headed by journalists and media practitioners. The aim of the alliance is to help 

schoolchildren become competent actors in the democratic public sphere in a coordinated and sustained effort 

by volunteer journalists and teachers.  

In Portugal, the project ‘Literacia para os Media e Jornalismo’ is an initiative created by journalists and 

academics. The goal is to assist teachers in developing activities related to media literacy with the broader 

aim of contributing to the development of students' critical thinking competences. The focus is on reading 

skills and information analysis, in a critical and autonomous way. 

In Wallonia Belgium, ‘Journalistes en Classe’ recently adopted a media-literacy module to its long-running 

news-literacy offering for schools.  

In Austria, ‘Digitaler Kompass’ offers online fact-checking games and activities for schools, created by 

journalists, and connects journalists with students aged 16-18. 

https://journalismus-macht-schule.org/
https://journalismus-macht-schule.org/
https://associacaoliteracia.pt/
http://www.ajp.be/jec/
https://www.digitalerkompass.at/
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3. Developments in the EU regarding 
digital literacy and disinformation 

related to education and training 
 

This chapter offers an overview of the main EU political guidelines and policy initiatives related to promoting 

digital literacy and tackling disinformation in education and training.  

 

In recent years, a series of EU policy documents have highlighted the importance of developing higher levels 

of media and digital literacy among students, and the need to address the issue of disinformation at the school 

level. Key documents issued during recent years include (see Appendix 3 for more): 

 

• In March 2015, the Paris Declaration of EU Education Ministers called for action to ’[strengthen] 

children’s and young people’s ability to think critically and exercise judgement so that, 

particularly in the context of the internet and social media, they are able to grasp realities, 

distinguish fact from opinion, recognise propaganda and to resist all forms of indoctrination and 

hate speech.’ The Declaration also expressed the need to ‘[empower] teachers so that they are 

able to take an active stand against all forms of discrimination and racism, to educate children 

and young people in digital literacy.’ 

• European Council Conclusions of May 2016 on Developing media literacy and critical thinking 

through education and training noted that education and training should provide learners with the 

competences and values required ‘to access, interpret, produce and use information and other 

media content, notably in the context of the internet and social media, in a safe and responsible 

manner.’ The Council directly invited Member States to pay sufficient attention to ‘developing 

digital literacy and critical thinking in education and training at all levels, including through 

citizenship and media education.’ 

• In January 2018, the European Commission set up a High-Level Expert Group (HLEG) on Fake 

News and Online Disinformation to advise on policy initiatives to counter fake news and 

disinformation spread online. The HLEG consisted of 39 members from academia, journalism, 

media, online platforms as well as civil society and fact-checking organisations. The HLEG’s 

tasks were to advise the Commission on all issues arising in the context of false information 

spread across traditional and social media and on possible ways to cope with its social and 

political consequences. The HLEG’s resulting report on A multi-dimensional approach to 

disinformation invites Member States to prioritise research, media literacy, empowerment of 

users and journalists, diversity of the news media ecosystem and evaluation of platforms. 

• The European Council Recommendation of May 2018 on Common values, Inclusive Education, 

and the European Dimension of Teaching invites Member States to strengthen social cohesion to 

fight the rise of populism, xenophobia, radicalisation, divisive nationalism and the spreading of 

fake news, notably by continuing to implement the commitments of the Paris Declaration on 

enhancement of critical thinking and digital literacy. 

http://cache.media.education.gouv.fr/file/01_-_janvier/79/4/declaration_on_promoting_citizenship_527794.pd
https://www.consilium.europa.eu/en/press/press-releases/2016/05/30/eycs-conclusions-developing-media-literacy/
https://www.consilium.europa.eu/en/press/press-releases/2016/05/30/eycs-conclusions-developing-media-literacy/
https://op.europa.eu/en/publication-detail/-/publication/6ef4df8b-4cea-11e8-be1d-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/6ef4df8b-4cea-11e8-be1d-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/6ef4df8b-4cea-11e8-be1d-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/6ef4df8b-4cea-11e8-be1d-01aa75ed71a1/language-en
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018H0607(01)&rid=2
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018H0607(01)&rid=2
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• In May 2018, the Council Recommendation on Key Competences for Lifelong Leaning were 

adopted, which emphasised digital media literacy and critical thinking. The document notes the 

need to ‘strengthen the capacity of people – particularly children and young people - to think 

critically and exercise judgement so that, especially in the context of the internet and social 

media, they are able to grasp realities, to distinguish fact from opinion, to recognise propaganda 

and to resist all forms of indoctrination and hate speech’ (p. 43). 

• The EU Code of Practice on Disinformation of October 2018 was the first time (globally) that 

online platforms, leading social networks, advertisers and advertising industry agreed on a 

voluntary basis to self-regulatory standards to combat online disinformation. The Code of 

Practice was signed by key actors across the EU. 

• The revised Audiovisual Media Services Directive (AVMSD) issued in November 2018, 

emphasises the role of media literacy. It requires Member States to promote measures that 

develop media literacy skills (Article 33a) and obliges video-sharing platforms to provide 

effective media literacy measures and tools. This is a crucial requirement due to the central role 

such platforms play in giving access to audio-visual content. Online platforms are also required 

to raise users’ awareness of these measures and tools (Article 28b). Finally, under the revised 

AVMSD, Member States report to the Commission every three years, starting 19 December 

2022, regarding measures taken to develop media literacy skills. 

• In December 2018, a Joint Communication to the European Parliament, the European Council, 

the Council, the European Economic and Social Committee and the Committee of the Regions: 

Action Plan against Disinformation was published. The document notes that it is critical that 

individuals become more resilient against disinformation, requiring continuous and sustained 

efforts to support education and digital literacy, journalism, fact-checkers, researchers and civil 

society as a whole. 

• European Council conclusions from November 2019 on Digital Youth Work state that ‘digital 

literacy and other 21st century skills play a crucial role in young people’s independence, social 

inclusion, employability and daily lives.’ The conclusions further highlight youth work as a 

solution as it ‘empowers young people to be active and creative in digital society and […] help 

young people to face online risks related to conduct, content, contact and commercialism, 

including hate speech, cyberbullying, disinformation and propaganda.’  

• European Council Conclusions from May 2020 on Media literacy in an ever-changing world note 

that the new media ecosystem has led to an increase in disinformation, manipulation and hate 

speech. Against this background, the conclusions highlight the need for strengthening media 

literacy and call for ‘a systematic, strategic and comprehensive approach by all Member States, 

as well as intersectoral collaboration between the various stakeholders.’  

• Looking ahead, in September 2020, the Commission’s updated Digital Education Action Plan 

(2021-2027) emphasises that ‘digital literacy is essential for life in a digitalised world and that 

[…] it is important to educate people at all ages about the impact of digital technology on well-

being and the way technology systems work.’ Regarding disinformation, the Action Plan further 

notes that ‘education should more actively help learners develop the ability to critically approach, 

filter and assess information, notably to identify disinformation and to manage overload of 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018SC0014&from=EN
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/en/policies/audiovisual-and-media-services
https://ec.europa.eu/info/publications/action-plan-disinformation-commission-contribution-european-council-13-14-december-2018_en
https://op.europa.eu/en/publication-detail/-/publication/fbc18822-07cb-11e8-b8f5-01aa75ed71a1
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020XG0609(04)&rid=9
https://ec.europa.eu/education/education-in-the-eu/digital-education-action-plan_en
https://ec.europa.eu/education/education-in-the-eu/digital-education-action-plan_en
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information as well as develop financial literacy.’ 

• The European Democracy Action Plan, published in December 2020, aims to make European 

societies more resilient and better prepared for the challenges of the future, and European 

democracies more resistant to the spread of disinformation. The European Democracy Action 

Plan sets out key actions on disinformation, covered in three areas: improving EU and Member 

State capacity to counter disinformation; introducing more obligations and accountability for 

online platforms; and empowering citizens to make informed decisions.  

• In March 2021, the European Commission presented its vision for Europe’s Digital Decade. A  

core element is digital citizenship linked to proposal for Declaration on European digital rights 

and principles.  As listed below, they will complement existing rights, including those in the 

Charter of Fundamental Rights of the EU, and data protection and privacy legislation. The rights 

and principles will also offer a reference framework for citizens on their digital rights, as well as 

guidance for EU Member States and for the private sector when dealing with digital technologies. 

o Putting people and their rights at the centre of the digital transformation. 

o Ensuring freedom of choice. 

o Increasing safety, security and empowerment of individuals. 

o Supporting solidarity and inclusion. 

o Fostering participation in the digital public space. 

o Promoting the sustainability of the digital future. 

• Following the Commission’s Guidance on Strengthening the Code of Practice on Disinformation, 

published on 26 May 2021, initial and new signatories were revised. The strengthened Code is 

being drafted by the signatories with the aim of ensuring an even more trustworthy, transparent 

and safe online environment for users. The strengthened Code of Practice will represent a self-

regulatory instrument for addressing disinformation on online platforms in the EU and will move 

towards a co-regulatory instrument as outlined in the proposed Digital Services Act. It also gives 

media literacy a more important role.  

• In October 2021, the Commission announced the launch of a structured dialogue with Member 

States on digital education and skills. The dialogue is a process of closer exchange with the 

Member States, stakeholders, and experts on digital education and skills. Among its pillars, the 

dialogue focuses on digital competences and the contents of digital competence frameworks. It 

informs two Council Recommendations to be proposed by the Commission in late 2022: (1) 

enabling factors for successful digital education and (2) improving the provision of digital skills 

in education and training. 

• In May 2022 the new European strategy for a better internet for kids (BIK+) was adopted, which 

is an update of the previous BIK strategy from 2012. The new strategy proposes measures to 

protect, empower and respect children online through age-appropriate experiences, supporting 

digital skills and boosting children’s participation in the Digital Decade and beyond. It also 

addresses the digital divide, noting that children in vulnerable situations (e.g. with disabilities, 

migrant children) need support to acquire the necessary skills to stay safe online. 

  

https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2250
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/europes-digital-decade-digital-targets-2030_en#digital-citizenship-rights-and-principles-for-europeans
https://digital-strategy.ec.europa.eu/en/policies/digital-principles#:~:text=The%20Commission%20has%20proposed%20a,that%20the%20digital%20decade%20brings.
https://digital-strategy.ec.europa.eu/en/policies/digital-principles#:~:text=The%20Commission%20has%20proposed%20a,that%20the%20digital%20decade%20brings.
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_2585
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package
https://digital-strategy.ec.europa.eu/en/policies/european-strategy-better-internet-children
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4. Previous work by international 
organisations 

 

This chapter offers an overview of related work carried out by international organisations, including UNESCO, 

the Council of Europe (COE), the Organisation for Economic Co-operation and Development (OECD), and 

the International Telecommunication Union (ITU). 

 

UNESCO 
 

In April 2021, UNESCO launched the report Media and information literate citizens: think critically, click 

wisely!, which draws attention to how Media and Information Literacy can contribute to people's critical 

thinking and advance the United Nations’ Sustainable Development Goals (SDGs). The report also highlights 

digital and social issues of increasing importance including artificial intelligence, privacy issues, social 

competencies such as digital citizenship, education for sustainable development, science literacy, cultural 

literacy and intercultural competencies, as well as the rise in disinformation and online hate speech.  

 

UNESCO also organises the Global Media and Information Literacy Week (MIL), initiated in 2012, in 

cooperation with the UNESCO MIL Alliance, the UNESCO-UNAOC MIL and Intercultural Dialogue 

(MILID) University Network, and other partners. It is an occasion for stakeholders to review and measure the 

progress achieved towards ‘Media and Information Literacy for All.’ In 2021, best practices were shared from 

across the world and one of the key messages was that in the promotion of media and information literacy, the 

youth are not only beneficiaries but also drivers of change.59 

 

UNESCO has noted that the internet holds the greatest potential as a tool to contribute to increased awareness 

and knowledge among youth, but that it is increasingly used for malicious purposes such as radicalisation and 

youth extremism.60  

 

The Council of Europe 
 

The Council of Europe (CoE) has mapped digital literacy practices and actions across its 47 member states 

and noted that multiple projects include a focus on challenging radicalisation and hate speech online. The CoE 

has placed such projects in the category of Intercultural Dialogue.61 

 

The Digital Citizenship Handbook from 2019 is designed to help educators and other interested adults. It 

identifies three aspects of online life – being on-line, well-being online and rights online, and builds on the 

Council of Europe’s Reference Framework of Competences for Democratic Culture and the achievements of 

its longstanding Education for Democratic Citizenship programme. The Handbook includes various fact 

                                                           
59 UNESCO (2021) International community gives a strong push to media and information literacy, available here.   
60 UNESCO (2016) Media and information literacy: reinforcing human rights, countering radicalization and extremism, 

available here.  
61 See Council of Europe (2016) Mapping of media literacy practices and actions in EU-28, available here. 

https://en.unesco.org/news/media-and-information-literate-citizens-think-critically-click-wisely
https://en.unesco.org/news/media-and-information-literate-citizens-think-critically-click-wisely
https://events.unesco.org/event?id=882639018&lang=1033
https://rm.coe.int/16809382f9.
https://en.unesco.org/news/international-community-gives-strong-push-media-and-information-literacy
https://unesdoc.unesco.org/ark:/48223/pf0000246371
https://rm.coe.int/0900001680783500
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sheets, ideas, good practice examples and further references. It also complements the Internet literacy 

handbook as part of a coherent approach to educating citizens for the society of the future. 

 

The Digital resistance Handbook 2021 (see also Chapter 5), developed in cooperation with the European Union 

and Council of Europe Joint Programme Democratic and Inclusive School Culture in Operation (DISCO), 

provides key information for teachers and their students on how to recognise fake news and false information 

online. Beyond discussing disinformation and digital competences, the handbook explains the relevance of 

specific digital outputs such as animation, digital storytelling, blogs, wikis, podcast and Instagram stories. 

 

The Reference Framework of Competences for Democratic Culture (2018) has been developed for compulsory 

education, higher education and vocational training institutions throughout Europe, as well as for national 

curricula and teaching programmes. The framework offers 20 competences divided into the four areas of 

values, attitudes, skills and knowledge, and critical understanding. It is accompanied by information about the 

background of the model, how it was developed and how it is to be used. The framework also contains learning 

targets and outcomes for each competence to help educators design learning situations that contribute to a 

given competence. 

 

The Digital Citizenship Education Survey 2020  by the CoE aimed at discovering how parents and their 

children become responsible digital citizens, received 21 000 responses. Among other findings, it was found 

that learning digital technology is a two-way street, as children learn from parents and vice versa. Other 

findings suggested that the school and the community are needed to bridge the gap when families are not able 

to support their children’s online activities.62 

 

OECD 
 

The OECD has emphasised that students need to learn to identify what ‘fake news’ is and included an 

assessment of students’ ability to ‘spot fake news’ in PISA 2018.63 The results of this study show that, on 

average, only around 8.7 % of students across the OECD countries were skilled at distinguishing fact from 

opinion.64 

 

There is extensive work in the OECD on issues related to combatting mis- and disinformation and developing 

digital literacy. The OECD’s Programme for International Student Assessment (PISA) 2018 assessed reading, 

including essential reading skills in a digital world. The  21st Century Readers report provides data on how 

students’ access to digital technologies and training on how to use them vary within countries, and how 15-

year-old students are developing reading strategies to navigate information flows in a digital world. The 

OECD’s Centre for Educational Research and Innovation (CERI)’s fostering and assessing creativity and 

critical thinking project is an in-depth study of how critical thinking can be supported across the curriculum in 

both primary and secondary education. The project works with educators to develop approaches and resources 

                                                           
62 See Council of Europe (2020), DIGITAL CITIZENSHIP EDUCATION SURVEY 2020, which can be accessed here (for more 

provisional findings).  
63 See BBC news article (2017). 
64 See OECD (2018). PISA 2018 Results COMBINED EXECUTIVE SUMMARIES VOLUME I, II & III, which can be accessed 

here.  

https://book.coe.int/fr/enseignement-secondaire/8912-digital-resistance.html
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/reference-framework-of-competences-for-democratic-culture
https://www.coe.int/en/web/education/-/digital-citizenship-education-survey-2020-provisional-report
https://protect-de.mimecast.com/s/wfA5Cw0o4YFZL4DUVO8MP?domain=oecd.org
https://protect-de.mimecast.com/s/wqRSCx6p4ZIqJg2SvxeMV?domain=oecd.org
https://protect-de.mimecast.com/s/wqRSCx6p4ZIqJg2SvxeMV?domain=oecd.org
https://rm.coe.int/digital-citizenship-education-survey-2020-provisional-report/1680a047f9
https://www.bbc.com/news/education-39272841
https://www.oecd.org/pisa/Combined_Executive_Summaries_PISA_2018.pdf
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adapted to local contexts and disciplines, and documents them to serve as inspiration for other educators to 

develop similar approaches to improving critical thinking in their own teaching and context. CERI’s 21st 

Century Children project has examined policies and practices in different OECD countries to promote digital 

literacy, looking at which kinds of skills are being taught and at which levels of education (i.e. early childhood, 

primary, secondary), and how these are incorporated into the teaching and learning process (i.e. through the 

curriculum, learning frameworks, school-based interventions, extracurricular opportunities, online resources, 

etc.). Current work is looking more in depth at the importance of digital literacy in the face of 

mis/disinformation, and how children can be active and empowered agents of change in the digital 

environment. This work in the OECD’s Directorate of Education and Skills complements the organisation’s 

broader work on reinforcing democracy and supporting governments to understand disinformation campaigns 

and design regulatory measures to combat mis- and disinformation. 

 

The International Telecommunication Union (ITU) 
 

Responding to risks that rapid ICT-developments pose to young people, the International Telecommunication 

Union (ITU) has launched the Global Programme on Child Online Protection. This project strengthens global 

efforts to implement the ITU Child Online Protection (COP) Guidelines (see Chapter 5) launched in summer 

2020, to foster effective policies, ensure upgrading of skills and promote an enhanced global dialogue. 

  

https://protect-de.mimecast.com/s/qEVDCywqg1TmNQlHQSzDl?domain=oecd.org
https://protect-de.mimecast.com/s/qEVDCywqg1TmNQlHQSzDl?domain=oecd.org
https://protect-de.mimecast.com/s/M1f_Cz6rj2INRy0HKFlmI?domain=oecd.org/
https://www.itu-cop-guidelines.com/implementation
https://www.itu-cop-guidelines.com/implementation
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5. Existing guidelines to counter 
disinformation and promote digital 

literacy in the EU and beyond 
 

This chapter offers an overview of already existing guidelines that focus on addressing disinformation and 

promoting digital literacy. They can be used to supplement the present document. 

 

Addressing disinformation and promoting digital literacy have emerged as priorities in the field of education 

and training worldwide. In response, various initiatives, practices, tools and training courses have been 

developed with the view of supporting young learners to strengthen their digital skills and navigate safely 

online. Considering the vital role teachers and educators play in that process, there has been a clear need to 

guide them on how to tackle such pressing issues in their everyday practice, how best to teach digital literacy, 

translate theory into practice and use the available resources effectively. To this end, various organisations and 

public authorities, such as ministries of education, have produced guidelines to boost teachers’ knowledge and 

confidence in helping their students identify facts from fake information, make informed choices online and 

benefit from the opportunities of the digital world. 

 

A number of guidelines on countering disinformation and promoting digital literacy that currently inform 

teaching in European classrooms were identified through the discussions of the Expert Group (see Appendix 

2). In the table below a list of a few examples is presented. These guidelines touch upon various areas, such as 

media and information literacy and digital citizenship education, and revolve around the promotion of a 

responsible and safe use of digital technologies. They bring together several dimensions of teaching digital 

literacy, including the role of the teacher, the class environment, as well as approaches for the development of 

skills towards the digital empowerment of young people. Developing critical thinking skills and creating a safe 

space for student-teacher interaction emerge as significant parameters for effective digital literacy. Through 

practical ideas, real-life examples, model lessons and pedagogical suggestions, the guidelines provide teachers 

with useful tools to be used in their classrooms and support young people’s learning. Building upon and 

extending the scope of the existing guidelines, the work of the Expert Group adds to the provision of practical 

guidance to educators and teachers by suggesting practices and approaches towards strengthening young 

people’s digital competences and fostering critical engagement with information online. 

Existing Guidelines to counter disinformation and promote digital literacy 

1. The European Commission’s Spot and fight disinformation toolkit on identifying and addressing 

disinformation is targeted at secondary school teachers. It includes an editable presentation with real-life 

examples and group exercises as well as an instruction booklet for teachers. 

2. UNESCO’s media and information literacy curriculum, Media and Information Literate Citizens: Think 

Critically, Click Wisely!, offers a comprehensive competency framework of media and information literacy 

and structured pedagogical suggestions for educators and learners. See Chapter 4 for a more elaborate 

description. 

https://europa.eu/learning-corner/spot-and-fight-disinformation_en
https://unesdoc.unesco.org/ark:/48223/pf0000377068
https://unesdoc.unesco.org/ark:/48223/pf0000377068
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Existing Guidelines to counter disinformation and promote digital literacy 

3. The Digital Citizenship Education Handbook by the Council of Europe is intended for teachers and parents, 

education decision makers and platform providers alike. See Chapter 4 for a more elaborate description. 

4. Teaching and Learning with Twitter is a Twitter and UNESCO resource on media and information literacy 

that offers practical advice informing pedagogical methods and outcomes. It can help educators with 

designing lessons around media and information literacy and inform them, as well as other social actors, on 

how Twitter can be used towards improving learning outcomes. 

5. The Euroguide Handbook aims to offer teachers and social workers practical tools to respond to socio-

political or religious arguments in order to prevent radicalisation in school environments. Guidance is offered 

on how to create resilient environments and safe spaces where vulnerable young people can open up, sharpen 

their social and emotional skills, and have their self-esteem improved. 

6. The International Telecommunication Union (ITU) has issued Child Online Protection (COP) guidelines 

- a comprehensive set of recommendations for all relevant stakeholders (parents, educators, policy makers, 

industry) on how to contribute to the development of a safe and empowering online environment for children 

and young people. Towards this, the advocated approach involves both protection and empowerment of 

children. 

7. The Information literacy guide for teachers and students (Finland) includes information adapted for school 

use, group work assignments, and reading and linking tips. Fact Bar EDU teaching materials are designed to 

be used in schools as part of the curriculum or in adult education in support of lifelong learning. 

8. In France, Eduscol (with CLEMI and partners) published, in 2022, a ‘vademecum for Medial and 

Information Literacy’, which details how to deal with disinformation. 

9. Meta's Get Digital: A freely accessible collection of lesson plans, conversation starters, activities, videos, 

and other resources built with experts to help young people develop the skills and support that people need 

for safe, meaningful, and empowered participation in a digital world. 

 
  

https://book.coe.int/fr/droits-de-l-homme-citoyennete-democratique-et-interculturalisme/7851-digital-citizenship-education-handbook.html
https://about.twitter.com/content/dam/about-twitter/en/tfg/download/teaching-learning-with-twitter-unesco.pdf
https://urldefense.com/v3/__https:/euroguide-toolkit.eu/wp-content/uploads/2021/05/BEFlemish_Handbook.pdf__;!!DOxrgLBm!TCL7t14LoLD-K9tpKrHdN9cpCQYFARmCbc0SAmrRjfoOgdGG9urtw-t-OY5KiMNSNKihm7-7hswk-0q8FUlF-Q$
https://www.itu-cop-guidelines.com/
https://faktabaari.fi/edu/informaatiolukutaito-opas-opettajille-ja-oppilaille/
https://eduscol.education.fr/2212/l-instruction-dans-la-famille
https://eduscol.education.fr/2212/l-instruction-dans-la-famille
https://www.facebook.com/fbgetdigital
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6. Key insights gained from activities 
in the Expert Group 

 

This chapter provides an overview of the key activities of the Expert Group, as well as insights gained through 

reflections and discussions of the Expert Group members. The Expert Group engaged with the theme of 

tackling disinformation and promoting digital literacy through education and training in multiple ways, 

including an extensive survey on the experts’ experiences with these topics, as well as multiple online working 

sessions. The experts worked in varying subgroups, on multiple occasions, to maximise cross-fertilisation and 

an in-depth and vigorous engagement with the subject matter.  

 

6.1: Expert views: brief overview of results from an EU survey that Expert Group members completed. 

This subchapter gives a summary of the results of the survey related to tackling disinformation and promoting 

digital literacy within and across their Member States and sectors. 

 

6.2: Key insights gained from Consultation Event 1: Teacher Workshop during e-Twinning annual 

conference ‘Media literacy and disinformation’ on 29 October 2021. This subchapter presents the aims and 

outcomes of the first consultation event of the Expert Group, aimed at teachers and educators.  

 

6.3: Key insights gained from Consultation Event 2: Online Roundtable discussion with young people in 

the occasion of Safer Internet Day on 8 February 2022. This subchapter presents the aims and outcomes of the 

second consultation event of the expert group, aimed at students and youth.  

 

6.4: Key insights gained from Teacher Survey in February 2022. This subchapter provides a summary of 

the results of the teacher survey, disseminated across EU Member States and beyond. 

6.1. Expert views: What is important in 

tackling disinformation and promoting 

digital literacy? 
 

In a survey preceding the start of the Expert Group’s work, members were able to express their opinions, views 

and concerns; and to share information about noteworthy relevant practices and resources (e.g. publications, 

existing guidelines, tools, method) available in Member States. The outcome of the survey helped develop the 

Final Report outline and steer progress towards the development of the Guidelines for Teachers. Some main 

findings from the survey are presented below. 

Main challenges when promoting digital literacy and 
tackling disinformation 
 

A key challenge that experts identified was how to actively engage the wide network of public and private 

stakeholders involved in creating, supporting and consuming information online, especially in a way that 
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engagement can bring about effective and lasting impact. In addition, the design of effective programs was 

considered challenging because the world of digital literacy is complex and educational materials need to be 

presented in accessible ways for all users. Furthermore, experts pointed to the lack of evidence-based 

interventions, which makes it difficult for policy makers to measure what effective and less effective 

approaches are. The experts did caution that irrespective of the measures and programs suggested and/or 

recommended to address disinformation, these should adhere to free speech and free access principles and not 

inhibit the technical functioning of the internet. Among other things, interventions should avoid the 

fragmentation of the internet, and ensure that its security, stability and resiliency remain intact. 

 

Finally, they highlighted the challenges that relate to the sophistication and automation of the technology 

associated with disinformation, such as algorithms, as well as the lack of awareness among teachers and parents 

regarding the risks associated with the threats that characterise the use of digital media. 

Areas in digital literacy which have not been addressed 
sufficiently in education and training and need to be 
explored further 
 

Multiple experts pointed to a clear need for pre- and in-service teacher training to better equip educators for 

the challenges associated with combating disinformation and promoting digital literacy in the 21st century. 

This can help prepare educators to better support today’s youth – at all ages - both within and outside formal 

educational contexts. The need for further training of educators, not only to raise awareness, but also to help 

them gain the competences needed to engage their students in creative ways was often mentioned. They also 

underlined the need to develop digital tools and environments not only for educational purposes, but also to 

promote individual and social well-being. Finally, multiple respondents pointed to the need for teachers to 

educate students, and be educated themselves about the motives behind the production of digital 

(dis)information, in particular the ‘business model’ behind disinformation. 

Key components of effective digital literacy programmes 
or initiatives 
 

The need for innovative and active approaches when designing digital literacy programs was often mentioned. 

Teacher-led educational approaches were seen less effective. Digital literacy education, in their view needed 

to be more student-centred and connect better to the way young people learn in today’s complex world 

(including the use of heavy audio-visual materials, such as videos on YouTube). Reference was often made to 

highly interactive working methods, in which students play a very active role, such as learning by doing and 

project-based work. Multiple respondents also mentioned that digital learning needed to be connected to 

broader issues such as the study of global problems, while maintaining a connection to the existing curriculum 

and subjects.  
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Key components of effective programmes or initiatives to 
combat disinformation 
 

Experts frequently mentioned the need for holistic, long-term approaches. They pointed out that only such 

approaches could have a real impact on awareness and learning, as well as skill development. Many experts 

provided examples of how external actors, including civil society and journalists, could be involved in efforts 

to curtail the spread of false information, for example through awareness raising campaigns or training. Some 

suggested social media organisations could be active in education. Others cautioned against this, citing risks 

of influence-buying and white-washing, and pointing to subsequent risks to the credibility of media literacy 

work overall (Kergueno et al 2021; Schmidt 2020). The various challenges associated with countering 

disinformation were recognised as being a system-wide in nature, and therefore multiple stakeholders needed 

to be involved. Experts also frequently mentioned that educators needed more assistance in understanding the 

more technical aspects of disinformation, as well how to effectively promote the development of critical 

thinking skills among young people. 

6.2. Key insights gained from Consultation 

Event 1: Teacher Workshop during 

eTwinning annual conference ‘Media 

literacy and disinformation’, on 29 

October 2021 
 

The purpose of the workshop ‘Digital literacy and tackling disinformation: What are the challenges, what 

works and what can we build on?’ was to offer the eTwinning community, and especially teachers, the 

opportunity to provide direct input to the development of the teacher Guidelines. The discussions were 

structured around existing challenges and possible ways forward for teachers to tackle disinformation through 

teaching digital literacy.   

 

Key messages from the workshop were: 

 

• Disinformation and digital literacy are new and challenging topics for some teachers, and some 

find it difficult knowing where to even start. 

• Disinformation became an even more important topic with the outbreak of the COVID-19 

pandemic, as societies were reminded of the importance of evidence-based statements.  

• Digital technologies are constantly evolving, which makes it difficult for teachers to keep track 

of the online engagement of their students. 

• Teachers gain a sense of satisfaction when teaching digital literacy, due to its high relevance to 

their students.  

• Students are often shy and hesitant to discuss their online lives with teachers. 

• In classrooms, teachers often battle plagiarism as some students are not aware of the importance 

of respecting intellectual property and not simply copying other people’s work. 
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• Teachers should be empowered with knowledge about disinformation, algorithms, and how to 

teach digital literacy to students. It can be stressful to teach about unfamiliar topics, especially 

when there are concerns about being up-to-date or sufficiently capable of using new technologies. 

However, teachers often lack the time to acquire the necessary level of knowledge and expertise 

associated with teaching about the digital world.  

• Teachers pointed to the need for a central directory of resources that they could turn to for ideas 

and inspiration.  

6.3. Key insights gained from Consultation 

Event 2: Online Roundtable discussion 

with young people in the occasion of Safer 

Internet Days on 8 February 2022 
 

On Safer Internet Day 2022, an online roundtable discussion on the topic ‘Tapping into the views of young 

people: Empowering them in the digital world’ brought together young people (pupils, students and youth 

organisations representatives) to share their views on how education and training could support them in 

strengthening their digital literacy and empowering them online.  

 

The main takeaways were the following: 

 

• There is a misconception that all young people know how to use digital technologies confidently. 

While some have well developed digital competences, others have low digital skills and struggle 

to carry out even basic digital tasks. 

• After the outbreak of the pandemic and periods of school closures, students had experienced first-

hand digitalisation becoming an everyday issue. Many had struggled with the shift towards 

remote learning that was brought about by the COVID-19 crisis. 

• Digital literacy skills include navigating through an abundance of information, distinguishing 

facts from falsehoods, as well as using and communicating data and content. 

• Digital literacy consists of a broad range of knowledge and competences pertaining to how to 

better assess digital risks and opportunities, how to behave appropriately and responsibly online, 

how to engage actively online, and insight into privacy and personal data issues. 

• The participants emphasised that it is vital to foster awareness among young people about both 

the advantages and downsides of using digital technology. Young people are frequently exposed 

to various online threats (e.g. cyberbullying, discrimination, radicalisation, cybercrime, etc.) and 

need to know how to handle these threats and protect themselves. It was mentioned that young 

people need to be taught how to be safe online in the same way they are taught to be safe in the 

physical world.  

• More reflection is needed regarding the limits of digital tools and their influence on teachers and 

learners. Going digital in education, depending on context and circumstances, is not always the 

best answer and there are instances where it is more effective to do work offline. 

https://www.saferinternetday.org/fr/
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• Safe spaces for both teachers and students are needed, especially when controversial or 

problematic issues are addressed in class (e.g. conspiracy theories, cyberbullying, child sexual 

abuse, etc.). Teachers need the necessary skills to manage this well. It was further emphasised 

that a safe and accepting atmosphere can help educators recognise distress and difficult emotions 

among young people early on. 

• The challenges posed by the ever-evolving world of digitisation requires constant skilling and 

re-skilling.  

6.4. Key insights gained from a teacher survey 

in February 2022 
 

To better understand the views of teachers, a survey65 was distributed online in English. The survey was 

distributed mainly through the social media accounts of the European Commission, as well as the School 

Education Gateway and eTwinning platforms. The members of the Expert Group also participated in 

disseminating the survey.  

 

The questionnaire focused on the needs and priorities of schools and classrooms. This allowed direct input 

into the development of the teacher Guidelines. Teachers were asked questions relating to, for instance, if and 

how they were teaching about issues relating to disinformation and digital literacy, who was teaching these 

topics in the school, what kinds of approaches were being used and what the teachers perceived as their main 

challenges. A total of 268 teachers from 22 EU Member States66 and 16 non-EU countries67 participated.   

 

The key findings of the survey were: 

 

• Among the teachers surveyed, half of them (49 %) reported that their school or educational 

institution had classes/projects (completed or ongoing) relating to addressing disinformation 

and/or promoting digital literacy. 

• It was most common to have this class/project as an initiative across different subject areas 

(40 %) or as a particular subject (38 %) and less common to implement it as a special programme 

(17 %) or an after-school activity (10 %). 

• The majority (65 %) reported that their students were very interested in the topics. 

• A subject teacher was involved in 8 out of 10 classes/projects (81 %) related to disinformation 

and digital literacy. Next to the subject teachers, the most involved stakeholders in the 

implementation of such classes/projects were head ‘head teachers/directors/principals’ (30 %), 

‘parents and other family members’ (21 %) and ‘academic institutions/universities’ (19 %).  

• Asked which subject the class/project was part of, more than half of the teachers reported it was 

                                                           
65 The survey does not claim to be a representative sample of teachers in the EU, but only served as a means to gain 

additional insight into the views of teachers and to help the Experts identify key issues to address in the Teacher Guidelines. 
66 EU Member States represented by teachers were: AU, BE, DE, DK, ES, FI, FR, GR, HR, HU, IE, IT, LT, LV, MT, NL, PL, PT, 

ROM, SK, SL and SE.     
67 Non-EU countries represented by teachers were Armenia, Albania, Azerbaijan, Republic of Bosnia and Herzegovina, 

Cyprus, Georgia, Guinea-Bissau, Jordan, Republic of Moldova, Republic of North Macedonia, Serbia, Switzerland, Turkey, 

Tunisia, Ukraine and the United States.  
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offered as a ‘special subject’ (51 %) and in ‘civics education/social studies’ (50 %). It was less 

common to address digital literacy or disinformation in ‘literature’ (29 %), ‘science’ (22 %), 

‘history’ (15 %) or ‘ethics/religion (14 %). 

• The challenges that teachers faced the most were: 1.) ‘Getting students to open up and talk about 

what they do online’ (43 %) 2.) ‘Finding good resources’ (42 %) 3.) ‘Time constraints’ (41 %) 

and 4.) ‘Teaching source criticism and the risks of plagiarism’ (41 %).  

• More than half of the teachers (54 %) at schools with no plans to address digital literacy and 

disinformation reported one reason being ‘limited digital skills and competences’ among 

colleagues. Other frequently cited reasons were that these topics do not fit into the regular 

teaching schedule (40 %), were not a school priority (38 %) and that there was a lack of digital 

equipment (37 %). In contrast, resistance from parents (4 %) and school management (8 %) was 

not often mentioned among respondents.  

• In reference to the guidelines, a clear majority of teachers responded that they wanted to see 

‘examples adapted for students of different ages’ (73 %), ‘examples of ready-made lesson plans’ 

(67 %), and ‘teacher guidance and instructions for different subjects’ (67 %), as well as ‘a 

summary of useful resources’ (61 %). 

 

Teachers with prior experience working with projects/classes related to digital literacy and disinformation 

offered the following recommendations with respect to the guidelines: 

 

• The guidelines should be short, clear, provide measurable learning objectives, and contain lesson 

plans and exercises. They should also offer resources tailored to students at different school levels 

and with different needs. 

• The guidelines should foster awareness about the risks associated with plagiarism and sharing 

personal data online. Particular attention should be paid to the importance of verifying sources, 

respecting intellectual rights associated with online content and taking precautions when using 

social media. 

• The guidelines should meet the needs of teachers who are less digitally literate. Teachers 

themselves often struggle with digital literacy and need to be continuously trained in digital 

literacy and tackling disinformation.  

 

Finally, some of the respondents, in the open-ended questions, made the following recommendations for 

teaching colleagues:  

 

• Projects that address digital literacy and disinformation are time-consuming and often require 

concerted effort. Time can be freed up by involving several (teacher) colleagues from different 

subject areas. To gain support, make sure to report back to the head teacher and advertise on the 

local school website.  

• In interactions with students, it is fundamental to make students feel at ease so that they can open 

up, given that it can be difficult to talk about particular online experiences in front of other 

classmates. 
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• Students can be engaged by asking them to share their personal experiences and their experience 

with disinformation – This can be done by posing questions such as: when was the last time you 

saw fake-news? Another efficient way to engage them is to play games involving disinformation. 
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7. Conclusions and Recommendations 
for teachers and educators with a 

view towards the Guidelines 
 

This chapter presents the Expert Group’s recommendations to teachers and educators. The recommendations 

also serve as the starting point for the planned Guidelines for Teachers and Educators. 

Conclusions and Recommendations for teachers and 
educators 
 

• Student-centred educational approaches with proper support from teachers, as well as research-

based materials have shown to be highly effective in promoting digital literacy and making 

students more resilient to disinformation online. Students (especially at the secondary level and 

higher) are often more comfortable with digital media and use it frequently. The teacher’s role is 

increasingly to offer the necessary context, critical reflection and support. Respectful interaction 

between teachers and students, as well as honest conversations can help build trust and strengthen 

the teacher-student relationship. Teachers need support in strengthening their abilities to take on 

such new roles and responsibilities. 

• Students need to be challenged by their teachers to think outside the box and question their 

assumptions about the digital world. 

• Overconfident students need support and constructive, age-appropriate, feedback to see their own 

biases and limitations when it comes to digital literacy.   

• At the school level digital literacy and media literacy initiatives are most effective both as an 

integrated cross-subject and a separate subject approach, meaning there is room for both in a 

school. A combination of both formal and non-formal educational initiatives is also highly 

effective. 

• Teachers need guidance in terms of the various criteria that relate to digital literacy, such as what 

criteria to use when selecting appropriate resources and approaches. They also need support in 

terms of developing lesson plans in an often-overcrowded schedule. 

• Given the vast experience most students have with digital platforms and social media, they can 

provide teachers with insights that can be the basis for further learning. 

• Teachers need effective instruments to assess their own progress and their ability to navigate the 

challenges posed by teaching in digital environments. They might need assistance from 

colleagues when they encounter challenges. Where possible it is beneficial to join teacher 

networks where such challenges and potential solutions are discussed.  

• Teachers and educators, as pedagogical experts, can tap into the vast potential of the digital world 

to promote student knowledge and understanding. More than ever before, students can find the 

most up to date information, interact online with experts and other students, connect with students 

around the world and collaborate with them, stay up to date about societal developments, conduct 
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research, etc. 

• Teachers tend to have overly full schedules. They need to be provided with the time to upgrade 

their knowledge and competences relating to digital literacy.  

• Teachers have a right to teach in a safe environment. Mechanisms should be put in place at the 

school level to support them in addressing challenges they might encounter. Such initiatives can 

benefit from including school psychologists and social workers. 

• There is no ‘one size fits all’ when it comes to educational approaches to promoting digital 

literacy and addressing disinformation. Teachers can best judge what works best in their own 

learning environment, with respect to existing student competences, the subject being taught, 

support from school management, relations with the outside community, etc. 

• There are differences between misinformation and disinformation, as well as the distinct 

challenges and solutions associated with both. This has implications for teaching. 

• Teachers need assistance in identifying and implementing effective resources and strategies that 

engage students in critical analysis.   

• Disinformation is often targeted at those with non-majority backgrounds. Therefore, an equity 

lens is needed when addressing disinformation and its consequences. 

• Motivating students to become more digitally literate can be challenging. Sharing strategies and 

learning new strategies can be an effective tool to promote digital literacy.   

• It is important to be aware of the various legal and privacy concerns related to interventions into 

the digital worlds of students, such as blogs and social media platforms. This also applies to 

general privacy issues related to digital media. 

• Teachers can benefit from upskilling their teaching repertoire to meet the needs of education in 

the digital world. This includes gaining competences to work with video and podcasts, online 

research and interviewing, gaming, social media campaigns, storytelling, and tackle online hate 

speech and cyberbullying. This also applies to furthering one’s knowledge about key issues 

connected to the digital universe such as fact resistance, truth bias, echo chambers, confirmation 

bias, identity threat, backfire effect and illusion of truth, cheap fakes and deep fakes. 

• Discussions relating to disinformation, for instance discussions about conspiracy theories, can be 

controversial and provoke (strong) emotions. This implies having sufficient knowledge about 

how to effectively introduce and facilitate controversial issues. In some cases, this goes hand in 

hand with the ability to create a safe place in the classroom where students feel comfortable 

expressing their opinions and the ability to guide discussions effectively. School psychologists 

and social workers also play a role here. 

• Relevant NGOs can support teachers in the work around disinformation and digital literacy. 

• In the area of digital literacy, students are well positioned to co-create a variety of digital 

materials and learning resources, and to disseminate the outcomes of their creative work. 

Traditional educational approaches are less effective in such instances. Teachers, as classroom 

managers, can guide and empower their students in this process. Students teaching other students 

(peer education) is also a valuable approach 

• Digital literacy is best accomplished if student work starts from their interests, using devices they 
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are most familiar with. This will help them become lifelong learners and responsible citizens, as 

well as positive social actors. Colleagues, parents and the wider community have the potential to 

play a role in this process in a joint effort.  

• Feedback loops between teachers and the research community promote reflection and learning. 

The development of digital literacy is best informed by the latest scientific knowledge.  

Conclusions and Recommendations for initial and 
continuous teacher education/training 
 

• Presently, ITE (initial teacher education) courses focusing on digital literacy are often optional. 

Given the critical role that digital literacy plays in contemporary learning, it is important that 

digital literacy courses become more prominently integrated into ITE. Ideally, all ITE 

programmes and courses would contain such elements.   

• The DigCompEdu framework, which describes what it means for educators to be digitally 

competent and identifies 22 key competences, can serve as an excellent starting point for all ITE 

and continuous teacher professional education (CPD). 

• In addition to integrating elements of digital literacy into all ITE courses, a specific course on 

combating disinformation, building resilience, as well as digital and information literacy is 

recommended as a separate course in all ITE institutions. Such a course should be a compulsory 

part of all teacher education programmes. 

• Continuous teacher professional development should be based on active learning and should be 

situated, extended in time, participatory and linked to educational practice. CPD opportunities 

should align with the needs of both schools and national educational frameworks. 

• More attention needs to be devoted to the training of teacher educators and professional 

development providers, since they are multipliers. 

• Any ITE or CPD related education needs to make use of engaging materials and approaches that 

have demonstrated their value, especially through evaluation, while allowing for flexibility due 

to cultural and other situational factors. Materials and approaches should also be age appropriate.  

• ITE and CPD can benefit by connecting teachers and educators to existing initiatives that 

promote digital literacy at the national and international level. This would promote the sharing 

of experiences and support transferability of good digital literacy practices across the EU.  

• Reliable measurement instruments are needed to assess baseline levels of digital literacy among 

both teachers and students. This will assess the impact of teaching practices.  

• Digital literacy is a complex phenomenon, and simplistic assessment instruments should be 

avoided. Schools, teachers and students can benefit from clear assessment guidelines that are 

subject sensitive. The use of standard assessment standards can promote better understanding of 

where gaps exist and where further efforts and measures are needed to address gaps.  

• Teachers need specific training and guidance relating to how they can best assess the progress 

that their students are making in terms of their digital literacy competences.  

• Teachers would benefit from specific training relating to how they can best assess their own 

digital literacy and their own progress in digital literacy.  
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• Since the measurement of digital literacy is relatively new, more research is needed to arrive at 

the most adequate assessment instruments for students across all age groups and all school types.  

• More research is needed to identify which ITE and CPD programmes are the most effective in 

promoting digital literacy and why. 

• The systematic evaluation of students’ digital literacy skills at regional/national/EU level would 

be useful. This will make it possible to compare and follow developments on an aggregated level.   
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8. Enablers for tackling disinformation 
and promoting digital literacy 

 

The project upon which this Report is based focuses on teachers, educators and schools. Yet the larger playing 

field in which they operate also provide insights into what kinds of interventions can have an impact. Chapter 

8 presents enablers, identified by the members of the Expert Group aimed at policy makers. These can be 

considered as pointers and reflections that these stakeholders are encouraged to consider.  

For policy makers at European68, national and regional 

level 
 

• Promoting digital literacy and combating disinformation in educational settings go hand in hand. 

This has consequences for educational policy. 

• Developing digital literacy should start at a young age. Educational policies should address 

initiatives that focus on the youngest age groups as well. 

• The key guarantor for the sustainable development of digital literacy competences is a cross-

subject approach. This should be accompanied with the treatment of digital literacy as a separate 

subject with a whole-school approach, including inter alia, thematic weeks, multi-actor projects, 

etc.  

• Digital literacy programmes, projects and training benefit from transparency in terms of how 

they are funded and supported. On occasion, commercial and/or party-political interests dominate 

and are not neutral.69 

• Access to digital technology in education is still lacking in some places. Also, certain 

communities have less access to digital technology. This impacts educational attainment and 

inclusion. It also impacts the opportunity for critical engagement and digital empowerment. 

Appropriate policy measures need to address the digital divide. 

• Given the impact of social media and other new media in the lives of young people today, it is 

important to explore how existing educational policies promote the responsible use of such media 

and develop digital literacy. 

• The evaluation of existing programmes that aim to promote digital literacy and combat 

disinformation in education should be supported through policy measures.  

• Collaboration between stakeholders needs to be supported. Important stakeholders include 

universities, professional journalistic organisations, libraries, NGO’s and educational institutions 

such as schools.  

• Teachers need sufficient training to promote digital competences among students and to build 

resilience against disinformation. Policy measures need to provide teachers with such 

opportunities and should be part of both initial and continued professional development 

                                                           
68 Where the principle of subsidiarity allows 
69 See also the recommendations by the 2018 High Level Expert Group on Fake News and Online Disinformation. 

https://www.ecsite.eu/activities-and-services/resources/final-report-high-level-expert-group-fake-news-and-online
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programmes for teachers. 

• Concrete and useful teaching tools should be developed and made available to teachers to 

strengthen their ability to deal with issues and themes that may be perceived as controversial, 

create tension, and arouse emotions in society and among students. Informing parents/carers and 

collaborating with them, when implementing school programmes to counter disinformation, can 

provide both rich learning opportunities but can also pose challenges if there is resistance. 

Teachers and schools need additional support in such instances in view of helping foster a whole 

community approach.  

• Good practices in promoting digital literacy and combating disinformation in educational settings 

should be recognised and made visible. Those should be further promoted, made sustainable and 

upscaled where possible. 
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10.2. Appendix 2: Existing frameworks and 

initiatives 

European Commission 
 

• Action Plan on Disinformation. 

https://ec.europa.eu/digital-single-market/en/news/action-plan-against-disinformation
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• Code of Practice on Disinformation (since 2018): Representatives of online platforms, leading 

social networks, advertisers and advertising industry agreed on a self-regulatory Code of Practice 

to address the spread of online disinformation and fake news. The European Education Summit 

is the annual flagship event of the European Education Area, the EU’s shared vision of a modern 

and inclusive European education and training sector, fit to face the digital and green transitions. 

• Digital Education Action Plan 2021-2027: Resetting education and training for the digital age. 

• Disinformation teachers toolkit (2021-ongoing). 

• European Education Summit: The Next Decade of European Education (9 December 2021). The 

European Education Summit is the annual flagship event of the European Education Area, the 

EU’s shared vision of a modern and inclusive European education and training sector, fit to face 

the digital and green transitions. 

• eTwinning annual theme: Media literacy and addressing disinformation (2021)  

• EUvsDisinfo is the flagship project of the European External Action Service’s East StratCom 

Task Force. It was established in 2015 to better forecast, address, and respond to the Russian 

Federation’s ongoing disinformation campaigns affecting the European Union, its Member 

States and countries in the shared neighbourhood. 

• High-level expert group on media literacy (2011-ongoing). 

• Media Literacy Awards: Annual awards on media literacy projects that stand out with originality 

and innovation, impact and scalability and clarity of their presentation. 

• Media Literacy Week (annually): The European Media Literacy Week is an initiative to underline 

the societal importance of media literacy and promote media literacy initiatives and projects 

across the EU. 

• Preparatory actions on Media Literacy (since 2016). 

• Safer Internet Centres; Safer Internet Day; Better Internet for Kids: Safer Internet Centres are the 

European network, which informs, advises and assists children, parents, teachers and carers on 

digital questions and fights against online child sexual abuse. Exchange through the Better 

Internet for Kids platform.   

• European Council conclusions of May 2016 on developing digital literacy and critical thinking 

through education and training noted that education and training should provide learners with the 

competences and values required ‘to access, interpret, produce and use information and other 

media content, notably in the context of the internet and social media, in a safe and responsible 

manner.’ The Council directly invited Member States to pay sufficient attention to ‘developing 

digital literacy and critical thinking in education and training at all levels, including through 

citizenship and media education.’ 

• The European Council Recommendation of May 2018 on common values, inclusive education, 

and the European Dimension of Teaching invites Member States to strengthen social cohesion 

to fight the rise of populism, xenophobia, radicalisation, divisive nationalism and the spreading 

of fake news, notably by continuing to implement the commitments of the Paris Declaration on 

enhancement of critical thinking and digital literacy.  

• The European Digital Competence Framework for Citizens (DigComp) provides a common point 

https://ec.europa.eu/digital-single-market/en/code-practice-disinformation
https://education.ec.europa.eu/focus-topics/digital/education-action-plan
https://europa.eu/learning-corner/spot-and-fight-disinformation_en
https://ec.europa.eu/education/summit/next-decade-european-education_en
https://www.etwinning.net/en/pub/newsroom/highlights/etwinning-annual-theme-2021-m.htm
https://euvsdisinfo.eu/about/
https://ec.europa.eu/digital-single-market/en/news/meeting-media-literacy-expert-group-0
https://ec.europa.eu/digital-single-market/en/news/winners-european-media-literacy-awards
https://ec.europa.eu/digital-single-market/en/news/european-media-literacy-week%20;%20Media%20Literacy%20events%20repository:%20https:/ec.europa.eu/futurium/en/european-media-literacy-events/events
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of reference for being ‘digitally competent.’ Overall, there are 21 digital competences arranged 

into five areas within the framework, spanning across information and data literacy, 

communication and collaboration, digital content creation, safety and problem solving.  

• The European Framework for the Digital Competence of Educators (DigCompEdu) is a 

scientifically sound framework describing what it means for educators to be digitally competent. 

It provides a general reference frame to support the development of educator-specific digital 

competences in Europe. DigCompEdu is directed towards educators at all levels of education, 

from early childhood to higher and adult education, including general and vocational education 

and training, special needs education, and non-formal learning contexts. 

• Taking action towards the future, the Commission’s updated Digital Education Action Plan 

(2021-2027) emphasises that ‘Digital literacy is essential for life in a digitalised world’ and that 

‘[…] it is important to educate people at all ages about the impact of digital technology on well-

being and the way technology systems work’.70 Regarding disinformation, the updated Action 

Plan further notes that ‘Education should more actively help learners to develop the ability to 

critically approach, filter and assess information, notably to identify disinformation and to 

manage overload of information as well as develop financial literacy.’ 

EU-wide (in several Member States) 
 

• adT is a Polish-Dutch (PL, NL) teacher training program linking media education and 

prophylactics. The program is an initiative by the Polish Citizen Project foundation and the Dutch 

Ezzev foundation. In the program teachers acquire skills to promote critical thinking among 

students while engaging with them in an open and tolerant communication. 

• Facts4All- Schools tackling disinformation: European Schoolnet has published an online MOOC 

to foster critical thinking and tackle online disinformation through intergenerational 

collaboration and community engagement. The course has four modules, and it is targeted at 

primary and secondary school teachers of any subject. 

• ALL DIGITAL hosts two Communities of Practice (CoP): DigComp CoP and Certification CoP. 

By joining, education stakeholders have the opportunity to raise the issues that concern them, 

voice their opinion in discussions, participate in working groups, exchange materials and 

experience, access good practices, learn from peers, share resources and be informed about the 

latest developments concerning the CoP topic. Communities of Practice are open to everyone, 

individuals and organisations alike. 

• Bad News: Prebunking with games across national and cultural borders. Online intervention with 

significant impact.  

• ‘Check or Cheat’ is a collection of educational material for secondary education students and 

teachers to learn how to critically evaluate media content, fact check and build resilience to false 

information. 

• CrAL: Creative Audiovisual Lab for the promotion of critical thinking and media literacy. The 

                                                           
70 European Commission. Digital Education Action Plan (2021-2027) Resetting education and training for the digital age. 

2021. https://ec.europa.eu/education/education-in-the-eu/digital-education-action-plan_e   

https://ec.europa.eu/jrc/en/digcompedu
https://ec.europa.eu/education/education-in-the-eu/digital-education-action-plan_en
https://ec.europa.eu/education/education-in-the-eu/digital-education-action-plan_en
https://adt202122.wordpress.com/
https://www.europeanschoolnetacademy.eu/courses/course-v1:Facts4All+TacklingDisinformation+2022/about#:~:text=Facts4All%20%E2%80%93%20Schools%20as%20community%20hubs,young%20people%20and%20their%20(grand
https://all-digital.org/communities-of-practice/
https://www.getbadnews.com/#intro
http://www.checkorcheat.eu/
https://www.cral-lab.eu/
https://ec.europa.eu/education/education-in-the-eu/digital-education-action-plan_e
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aim of the project is to enhance critical thinking and media literacy among young people between 

14-19 years old, parents, and educational staff. This will contribute to provide young people with 

the tools they need to understand the world they live in, stimulate their critical thinking and sense 

of responsibility and help them realise the power of their voice. 

• Creating online intervision spaces. An ongoing project, partially implemented within the 

framework of Erasmus+, the target group being those who feel a distance towards society and/or 

the labour market.  

• Disinfo Lab: EU DisinfoLab is an independent non-profit organisation focused on tackling 

sophisticated disinformation campaigns targeting the EU, its member states, core institutions and 

core values. 

• Escape rooms: a new format for the teaching and learning community? This webinar made 

available by Media and Learning explores alternative formats for learning about and developing 

resistance to misinformation. The goal is to create an active learning environment around 

misinformation using the experiential format of an escape room, with particular attention to the 

emotional and psychological dimensions of misinformation and areas that are often missing from 

other misinformation educational programs. The research team uses co-design methods with 

future plans to develop other escape rooms tailored to the needs and interests of particular 

communities. 

• Outline and trial an infrastructure dedicated to the implementation of child rights and protection 

mechanisms in the online domain. The objective of the proposed pilot project is to demonstrate 

an interoperable technical infrastructure dedicated to the implementation of child protection 

mechanisms (such as age verification) and parental consent mechanisms based on relevant EU 

legislation such as the Audiovisual Media Services Directive (AVMSD) and General Data 

Protection Regulation (GDPR).  

• Practices collected by the RAN network (EU): More than 200 inspiring practices are included in 

the RAN Collection, which is a convincing testimony to the progress that is being made in the 

field preventing and countering violent extremism (P/CVE). It is continually expanding to 

include more practices with the aim of providing a valuable source of information and inspiration 

for practitioners, policymakers and researchers. 

• SMILES Young people fighting disinformation (EU): SMILES is a media literacy project that is 

all about helping young people learn how to combat fake information. SMILES brings together 

partners in the Netherlands, Spain and Belgium who work in libraries, media literacy 

organisations and research institutes to develop and test an innovative approach to combating the 

spread of disinformation. 

• ThinkTech seminars: The objective of the seminars is to make students more aware, at a personal 

and professional level, of the role that technology plays in our societies and our lives. 

• YouCheck!: Debunking with professional verification tools. Classroom intervention with digital 

tools with significant impact across four European countries. An experimental project that 

consisted in testing the visual verification plug-in InVID-WeVerify (developed for journalists) 

among students. The classroom intervention showed that media literacy can increase students' 

performance in detecting misinformation and that it can change behaviour and develop critical 

https://ezzev.eu/ozo-2/
https://www.disinfo.eu/
https://media-and-learning.eu/event/escape-rooms-a-new-format-for-the-teaching-and-learning-community/
https://ezzev.eu/ozo-2
https://ezzev.eu/ozo-2
https://ec.europa.eu/home-affairs/networks/radicalisation-awareness-network-ran/collection-inspiring-practices_en
https://smiles.platoniq.net/pages/description
https://medium.com/thinktech/english/home
https://savoirdevenir.net/wp-content/uploads/2021/02/Youcheck-School-Intervention-EN.pdf
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thinking. 

Member State level 
 

• ‘Co-Creating Media Literate Youth’ (ongoing, CY): The Cyprus Youth Council is organising 10 

online workshops on media literacy between December 2020 – January 2021, open to youth and 

the general public with subjects related to misinformation and fake news. The project aims to 

draft a toolkit to address misinformation and promote verification tools (February 2021) as well 

as to draft a Policy Paper (March 2021), which will be promoted to decision-making structures 

of Cyprus.  

• Antibodies to Digital MisInformation (ongoing, CY): The main goal is to develop the 

metacognitive attitude and skill of adolescent students of critically coping with information in 

digital media.  

• Big little screens by NGO Art Hive (LT): Similar approach to ‘Art of Curiosity’ through working 

with minority and Lithuanian schools but in this particular case they are using different types of 

media for collaborative projects and critical thinking.  

• CLEMI Media and Information Literacy Brochure (FR) including a focus on, for example, 

freedom of expression and its experimentation in the classroom, 

• Coding for tomorrow (DE): The Vodafone Germany Foundation teamed up with journalists to 

create self-learning modules for students as well as lesson plans for teachers on how to detect 

disinformation; the functioning of algorithms and social media platforms; as well as the 

production of video content, podcasts or Instagram stories following journalistic standards. The 

material is ready- and easy-to-use at home or for the classroom and aims to create a learning 

experience by doing. Interested teachers can also take part in training sessions regarding the 

above topics.  

• ‘Die Verfassungsschüler’ (The constitutional students) (DE): Together with the NGO Teach First 

and the Federal Interior Ministry, the Vodafone Germany Foundation has just launched the 

project ‘Die Verfassungsschüler’ (The constitutional students). This project focuses on youth 

from disadvantaged backgrounds and/or with low educational attainment levels as this is the 

target group with the highest risk of being affected by disinformation. The programme takes a 

holistic approach and offers the students one year of hands-on excursions and projects 

surrounding fundamental constitutional rights. It aims to create a deep understanding of the 

meaning of citizenship in a digitised society, and by giving students the opportunity to be actively 

involved in projects it allows them to experience and learn to be an engaged citizen. The program 

includes an encompassing module on the freedom press, the freedom of expression as well as 

formation of opinion in a digital public (No link available yet, but can be provided at a later 

stage). 

• Digital Citizenship Academy (2019-2022) (PT) is a community-based project focused on 

Preschool and Primary School children, financed by Fundação Calouste Gulbenkian. DCA is the 

third phase of a longitudinal project focused on democratic participation and media literacy that 

started in 2015 in the Lisbon area. It includes teacher training, regular monitoring, a school 

https://emme-care.cyi.ac.cy/wp-content/uploads/Antibodies-to-MisInformation.pdf
https://www.didelimaziekranai.lt/
https://www.clemi.fr/),
http://www.coding-for-tomorrow.de/
https://www.vodafone-stiftung.de/klickwinkel/
https://cuscojornal.wixsite.com/cusco


92 

 

 

newspaper, a website, and a YouTube channel.  

• Educational games (PL): These games covered digital literacy, communication, and emotions 

and health. The games were augmented reality-based.  

• Faktana,kiitos! (ongoing, FIN): Finnish project that brings journalists to schools to teach media 

literacy. 

• LEME - Literacia e Educação Mediática em Linha (PT): Website launched on September 8 2021, 

developed by a working group nominated by the Portuguese Ministry of Education and the 

Secretary of State of Cinema, Audiovisual and Media, which makes available media literacy 

resources for educators (preschool to secondary). 

• Media and Information Literacy (RO), 2021: The Center for Independent Journalism and 

UNICEF, in partnership for the media and information literacy of children and adolescents in 

Romania, students, teachers, but also those who are preparing for a career in teaching, are 

discovering how to fight the phenomenon of online and offline disinformation. 

• Media Literacy and Journalism (PT) is a project through which professional journalists are 

training K-12 teachers in Media Literacy and Journalism nationwide, led by the Portuguese 

Journalists Union, in partnership with the ministries of Education and Culture. The journalists 

are currently monitoring the projects teachers developed during the training courses. 

• Media Literacy Coalition (ongoing, BG): The Coalition works to integrate media literacy fully 

into the educational process and to increase media literacy in society. 

• Médiatropismes (FR) is an audiovisual series of media and information education intended for 

secondary school students. Topics include hate speech, digital traces, freedom of speech and 

internet geopolitics. 

• Press and Media Week at School (ongoing, FR): Teachers and journalists educating young 

people. 

• Social experiments on offline exposure (NL): In cooperation with a Dutch national radio 

broadcaster, social experiments were carried out involving child identity and digital 

communication. The most revealing experiment that involved children communicating online-

only for 24 hours, avoiding verbal and nonverbal contact in real-life showed that children did not 

want to emigrate to an existence online-only.  

• Teacher training activities on Fake news and Covid19 in line with the DigComp model (IT): Free 

of charge for teachers, this webinar was provided to equip teachers with the tools to combat 

disinformation in view of the COVID-19 pandemic.  

• The Croatian Safer Internet Centre (ongoing) prepares educational packs for schools and 

organisations. 

• The Dutch Media Literacy Network (Netwerk Mediawijsheid, NL) is an expertise centre that 

links the activities of various organisations in the area of media literacy and promotes cooperation 

between them. There are five organisations at the Network’s core: Netherlands Institute for 

Sound and Vision, NIBG; ECP, an information society platform; Koninklijke Bibliotheek 

National Library of the Netherlands Institute for the Public Libraries Sector; Kennisnet, an 

expertise centre for ICT in education; and NPO, a Public Broadcasting Company. 

https://youtu.be/OFy9tUDR3YE
https://ipi.media/new-finnish-project-brings-journalists-to-schools-to-teach-media-literacy/
https://leme.gov.pt/
https://www.unicef.org/romania/press-releases/center-independent-journalism-and-unicef-partnership-media-and-information-literacy
https://associacaoliteracia.pt/
https://gramoten.li/home/
https://www.lumni.fr/programme/mediatropismes
https://www.clemi.fr/fr/semaine-presse-medias.html
https://www.slideshare.net/onnohansen/youngsters-online-only-for-24-hours
https://www.pearson.it/webinar/3076/73/fake_news_%23covid-19?iesError=login_required&iesErrorDescription=Login+required&iesError=login_required&iesErrorDescription=Login+required
https://www.betterinternetforkids.eu/sic/croatia
https://www.mediawijzer.net/about-dutch-media-literacy-network/
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• The Media Council for Children and Young People (DK) has been set up by the Danish Ministry 

of Culture to function as a knowledge centre that informs and advises children and young people 

on their use of digital media, including digital security, well-being, competencies and rights. The 

work is carried out in collaboration with educators, parents, authorities, organisations, children 

and young people. 

• The Safer Internet Centre (BG) is a holistic model for systematic building of digital and media 

literacy skills at school from first to last grade. The model is based on the European reference 

frameworks for digital competence and life-long learning. It makes it possible for teachers in one 

school to use the presented teaching methodology during classes in all subjects. To this end the 

school prepares a common vision, teachers act more as facilitators and pupils are taking active 

part in the learning process with the use of various interactive methods. A handbook has been 

issued here. 

• Tjekdet Fact Checking (DK): A Danish independent fact checking media that checks claims in 

public debate, and makes corrections and adds nuance where needed.  

Examples of Erasmus+ Projects 
 

• Building health literacy around pregnancy, birth and early life (2017-2020): Development of an 

APP on related health issues. 

• Digital Cultural Literacy as a Means for Integrating New European Citizens (2017-2020): 

Digitalisation and sharing of culture. 

• Digital Skills Pathways for Youth across Europe (2015-2017): Digital Pathways Programme for 

teenagers. 

• Head in the Clouds: Digital Learning to Overcome School Failure (2015-2018): Digital education 

for minorities, especially Roma. 

• Keep Calm and Innovation (2018-2019): Learning EN through digital tools. 

• MeLDE (2018-2020): The project aims to develop relevant and high-quality skills and 

competences and to open education and innovative practices in the digital era. This will be 

accomplished by offering open and free access to the tools to be developed both for participation 

in the MeLDE programme and for online assessment and validation of the skills acquired. 

• Numeracy@English (2015-2018): Broadening numeracy and digital skills. 

• Open your eyes (2018-2020): The project targets specifically adult learners and educators and 

seeks to improve their digital skills by providing them with tools to identify fake news and fight 

the spread of disinformation online. 

• Quality of youth career guidance and nowadays media literacy (2014-2016): Improve media 

literacy skills of guidance counsellors. 

• See, Tell and Listen: Improving Refugees' Digital Literacy through Photovoice and Storytelling 

(2018-2020): Upskilling and reskilling through digital tools. 

• SocialTruth Project (2019-2021): Easy access to the capabilities of novel data-driven services 

such as fake news detection, based on AI technology, and content verification trust and integrity 

based on blockchain technology. It will establish an open ecosystem where both professionals 

https://www.medieraadet.dk/medieradet/om-medieradet
https://www.safenet.bg/en/news/499-holistic-model
https://www.safenet.bg/images/sampledata/files/Holistic_model_handbook2.pdf
https://www.tjekdet.dk/
http://babybuddy.com.cy/
http://d-cult.eu/
http://digitalpathways.eu/
https://brainsintheclouds.eu/
https://teachersineurope.blogspot.com/
http://meldeproject.eu/
http://numeracyatenglish.blogspot.com/
http://www.openyoureyes.info/
http://qycguidance.org/
https://epale.ec.europa.eu/sites/default/files/see.tell_.listen_-_training_module_on_photovoice_for_refugees_en.pdf
http://www.socialtruth.eu/
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(i.e. journalists) and individuals (e.g. average social media users) can access to detect fake news. 

As a result, SocialTruth expects to increase the level of trust in social media, by improving 

systems of verification for content and authors credibility and methodologies for the detection of 

fake news. 

International 
 

• Addressing conspiracy theories: what teachers need to know, UNESCO 

• Campaign dealing with propaganda, misinformation and fake news (Council of Europe) 

• Challenge Based Learning (international): The Challenge Based Learning (CBL) framework is 

collaborative and hands-on, asking all participants (students, teachers, families, and community 

members) to identify Big Ideas, ask good questions, identify and solve challenges, gain in-depth 

subject area knowledge, develop 21st-century skills, and share their thoughts with the world. 

• Checkology (International) - The News Literacy Project: Checkology’s lessons and other 

resources show how to navigate today’s challenging information landscape. Users learn how to 

identify credible information, seek out reliable sources and apply critical thinking skills to 

separate fact-based content from falsehoods. 

• Digital Citizenship Education (Council of Europe): Launched in 2016, the aim of this project is 

to contribute to reshaping the role that education plays in enabling all children to acquire the 

competences they need as digital citizens to participate actively and responsibly in democratic 

society, whether offline or online. 

• Digital Citizenship Education Days (Council of Europe): On November 3-4 the Council of 

Europe organised a videoconference entitled ‘Digital Citizenship Education Days’ in conjunction 

with the Etats généraux du numérique pour l’éducation organised by the French Ministry of 

National Education, Youth and Sports. 

• Digital resistance handbook for teachers (Council of Europe): Handbook for teachers on how to 

support their students to recognise fake news and false information found in the online 

environment. 

• eSafety Commissioner (AUS) Parent guide to mental health: Webinar to help young people 

develop strategies for their mental health while they are online. 

• Factitious (USA) is a game intended to help players learn how to identify fake news stories. The 

game shows actual news articles, without revealing their publication source until the player clicks 

to see it. 

• Global Media and Information Literacy Week 2021 (UNESCO): The annual Global Media and 

Information Literacy (MIL) Week, initiated in 2012, is led by UNESCO in cooperation with the 

UNESCO MIL Alliance, the UNESCO-UNAOC MIL and Intercultural Dialogue (MILID) 

University Network, and other partners. It is a major occasion for stakeholders to review and 

celebrate the progress achieved towards ‘Media and Information Literacy for All.’ 

• iThrive Games (USA) offers video game-based curriculum development. They are developing 

support material for teachers to fully integrate various video games in the classroom in order to 

teach 21st century skills. 

https://unesdoc.unesco.org/ark:/48223/pf0000381958
https://www.coe.int/en/web/campaign-free-to-speak-safe-to-learn/dealing-with-propaganda-misinformation-and-fake-news
https://www.challengebasedlearning.org/
https://get.checkology.org/
https://www.coe.int/en/web/digital-citizenship-education/home?desktop=true
https://www.coe.int/en/web/education/-/-digital-citizenship-education-days-videoconference-organised-by-the-council-of-europe
https://rm.coe.int/digital-resistance-handbook-for-teachers-eng/16809f7e53
https://www.esafety.gov.au/
http://factitious-pandemic.augamestudio.com/#/
https://events.unesco.org/event?id=882639018&lang=1033
https://ithrivegames.org/ithrive-curriculum/museum-of-me
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• MIL CLICKS Social Media Initiative (hosted annually), UNESCO. 

• Media and Information Literacy (UNESCO): Media and Information Literacy Week and related 

initiatives, including curriculum for teachers and learners.  

• MediaWise for Gen Z by Poynter institute (USA) focuses on student agency and empowering 

young people to take a leading role in educating other young people in those ways they see most 

fit.  

• MILON (MENA-region): A trilingual platform on digital literacy in the MENA-region that 

targets young people and educators. The aim was to promote media literacy with educational 

short videos filmed in the region as well as offering pedagogical material for educators.  

• News Literacy Project (International): News Literacy Project provides programs and resources 

for educators and the public to teach, learn and share the abilities needed to be smart, active 

consumers of news and information, and equal and engaged participants in a democracy.  

• OECD Assessment rubrics for critical thinking (largely to be used in formative feedback). 

• RFCDC - Learning activities based on the COVID-19 pandemic (Council of Europe): The 

Council of Europe has developed a set of learning activities that may be used in primary and 

secondary education, all of which are based directly on the disinformation challenges raised by 

the COVID-19 pandemic.  

• The Centre for Educational Research and Innovation (CERI) (OECD) works with teachers across 

primary, secondary and tertiary levels of education to develop pedagogical approaches to 

supporting students' subject-specific creativity and critical thinking.  

• The world UNPLUGGED (International): This activity requires asking a group (a classroom/a 

group of students) to avoid all screens, connections and media activity for 24 hours. After that, 

follows a guided discussion about how they have felt during that time, how dependent they are 

from technology, and positive and negative outcomes after being disconnected. 

• Whatthefake (CH): A game teaching how to identify fake news. 

 

10.3. Appendix 3: Links to existing guidelines 

and curriculum examples 

European Commission 
 

• Spot and fight disinformation: With this toolkit, teachers in secondary school can teach their 

students to distinguish what is real from what is fake when they are browsing online. The toolkit 

includes an editable presentation (which includes real-life examples and group exercises) and an 

instruction booklet for teachers. 

EU-wide (in several Member States) 
 

• The Euroguide Handbook aims to offer teachers and social workers practical tools to respond to 

socio-political or religious arguments in order to prevent radicalisation in the school 

https://en.unesco.org/MILCLICKS
https://en.unesco.org/themes/media-and-information-literacy
https://www.poynter.org/mediawise-for-gen-z/)
https://milon.media/
https://newslit.org/
https://www.oecd.org/education/class-friendly-assessment-rubric-critical-thinking.pdf
https://www.coe.int/en/web/reference-framework-of-competences-for-democratic-culture/rfcdc-learning-activities-based-on-the-covid-19-pandemic
https://www.oecd.org/education/ceri/
https://theworldunplugged.wordpress.com/
http://www.whatthefake.ch/
https://europa.eu/learning-corner/spot-and-fight-disinformation_en
https://urldefense.com/v3/__https:/euroguide-toolkit.eu/wp-content/uploads/2021/05/BEFlemish_Handbook.pdf__;!!DOxrgLBm!TCL7t14LoLD-K9tpKrHdN9cpCQYFARmCbc0SAmrRjfoOgdGG9urtw-t-OY5KiMNSNKihm7-7hswk-0q8FUlF-Q$
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environment. Guidance is offered on how to create resilient environments and safe spaces where 

vulnerable young people can open up, sharpen their social and emotional skills, and improve 

their self-esteem. 

• Resources – Check or Cheat, EU project. 

• The initiative Get Your Facts Straight (by ALL DIGITAL) offers a 10-hour media literacy 

training course on disinformation on social media for 14–16-year-olds as well as their parents 

and grandparents. The course focuses on what disinformation is, why it is vastly present on social 

media, and how to recognise and respond to disinformation. The course can be implemented both 

in schools, as well as in non-formal educational settings such as youth clubs, libraries and NGOs.  

Member State level 
 

• Curriculum for the compulsory school, preschool class and school-age educare (SE): Among 

other relevant guidelines, the curriculum states that: ‘Pupils should be given opportunities to look 

for answers by using different types of sources. In this way, teaching should contribute to pupils 

developing their critical thinking over their own results, the arguments of others and different 

sources of information.’ 

• EDUSCOL French education ministry portal (FR): A set of tools and resources on media and 

information education, emphasising the ability of students to analyse information, question the 

sources, and how to respond to conspiracy theories as a teacher. Available for primary and 

secondary schools.  

• Guidelines by Aristotle University of Thessaloniki, Journalism and Mass Media Faculty (EL)  

• Guidelines for media and information literacy, French Ministry of Education, 2016 (FR) 

• Information literacy guide for teachers and students (FI): The guide includes information adapted 

for school use, group work assignments, and reading and linking tips. Fact Bar EDU teaching 

materials are designed to be used in schools as part of the curriculum or in adult education in 

support of lifelong learning. 

• Lehren und Lernen in der Digitalen Welt (Teaching and Learning in the Digital World) 

(Ministerium für Schule und Bildung des Landes Nordrhein-Westfalen, DE) 

• A four-year high school curriculum subject, Modern Media, addresses the promotion of digital 

literacy and tackling disinformation (PL). The subject it is framed as ‘what a responsible 

journalist should know’ and covers digital literacy in its widest sense: from identity to 

communication and self-presentation, from the impact of digital media to data literacy. The 

pedagogy of the subject is based on the teacher training program (adT). 

• News literacy Playbook, News literacy project (FI) 

 

International 
 

• A Global Framework of Reference on Digital Literacy Skills for Indicator 4.4.2 (2018), 

UNESCO: The objective of the Digital Literacy Global Framework (DLGF) project is to develop 

a methodology that can serve as the foundation for Sustainable Development Goal (SDG) 

http://www.checkorcheat.eu/resources/
https://alldigitalweek.eu/get-facts/resources/
https://www.skolverket.se/download/18.31c292d516e7445866a218f/1576654682907/pdf3984.pdf
https://eduscol.education.fr/1534/deconstruire-la-desinformation-et-les-theories-conspirationnistes
https://fouit.gr/2021/08/09/paideia-sta-mme-parapliroforisi-kai-fake-news-omilia-toy-nikoy-panagiotoy-stin-diarki-epitropi-tis-voylis/
https://eduscol.education.fr/document/327/download
https://faktabaari.fi/edu/informaatiolukutaito-opas-opettajille-ja-oppilaille/
https://www.schulministerium.nrw/digitalisierung
https://adtstudio.wordpress.com/przedmiot-wspolczesne-media/
https://adt202122.wordpress.com/
http://newslit.org/wp-content/uploads/2019/02/NewsLiteracyPlaybook-1.pdf
http://uis.unesco.org/sites/default/files/documents/ip51-global-framework-reference-digital-literacy-skills-2018-en.pdf
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thematic Indicator 4.4.2: ‘Percentage of youth/adults who have achieved at least a minimum level 

of proficiency in digital literacy skills.’ To achieve this objective, the European Commission’s 

Digital Competence Framework for Citizens (DigComp 2.0) has been integrated as the initial 

framework and four empirical studies to develop the proposed framework were conducted. 

• Digital citizenship education - Trainers' Pack (2020), Council of Europe: In 2016, the Steering 

Committee for Educational Policy and Practice of the Council of Europe launched a new 

intergovernmental project, Digital Citizenship Education. The aim of the project is to help 

reshape the role education plays in enabling children and young people to acquire the 

competences they need to participate actively and responsibly in democratic society as digital 

citizens, both online and offline. This present publication is the work of the members of the 

Digital Citizenship Education expert group. 

• Digital literacy framework for Canadian Schools (Canada) focuses on the three main principles 

– ‘use’, ‘understand’ and ‘create’. These guidelines provide a road map for teaching digital 

literacy skills in Canadian schools. The framework draws on seven key aspects of digital literacy 

– ethics and empathy, privacy and security, community engagement, digital health, consumer 

awareness, finding and verifying, and making and remixing. The framework provides teachers 

with supporting lessons and interactive resources that are linked to curriculum outcomes for 

every province and territory. 

• Guidelines for industry on online child protection (International): The Child Online Protection 

(COP) Initiative is a multi-stakeholder network launched by the International 

Telecommunication Union (ITU) to promote awareness of child safety in the online world. 

• Media and Information Literate Citizens: Think Critically, Click Wisely!, UNESCO Model 

Media and Information Literacy Curriculum for Educators and Learners 

• New handbook for journalism education and training published to fight ‘fake news’ and 

disinformation (UNESCO), (2018) 

• Teaching and Learning with Twitter (Twitter) (2019)    

• The Digital citizenship Education Handbook (2019), Council of Europe: The Digital citizenship 

education handbook is intended for teachers and parents, education decision-makers and platform 

providers alike. It describes in depth the multiple dimensions that make up each of 10 digital 

citizenship domains, and includes a fact sheet on each domain providing ideas, good practice and 

further references to support educators in building the competences that will stand children in 

good stead when they are confronted with the challenges of tomorrow’s digital world. 

 

10.4. Appendix 4: Key research and resources 

(e.g. reports, scientific articles, etc.) 
 

• Are Telegram and Signal Havens for Right-Wing Extremists? Foreign Policy, March 2021.  

• Cardoso, G., Martinho, A., Narciso, I., Moreno, J., Crespo, M., Palma, N. and Sepúlveda, R. 

(2020). Information and Misinformation os the coronavirus in Portugal. Lisbon: CIES-

ISCTE.Instituto Universitário de Lisboa. Available here.  

https://book.coe.int/en/human-rights-democratic-citizenship-and-interculturalism/8163-digital-citizenship-education-trainers-pack.html
https://mediasmarts.ca/teacher-resources/use-understand-create-digital-literacy-framework-canadian-schools
https://www.unicef.org/documents/guidelines-industry-online-child-protection
https://en.unesco.org/news/media-and-information-literate-citizens-think-critically-click-wisely
https://en.unesco.org/news/new-handbook-journalism-education-and-training-published-fight-fake-news-and-disinformation
https://en.unesco.org/news/new-handbook-journalism-education-and-training-published-fight-fake-news-and-disinformation
https://about.twitter.com/content/dam/about-twitter/en/tfg/download/teaching-learning-with-twitter-unesco.pdf
https://book.coe.int/fr/droits-de-l-homme-citoyennete-democratique-et-interculturalisme/7851-digital-citizenship-education-handbook.html
https://foreignpolicy.com/2021/03/13/telegram-signal-apps-right-wing-extremism-islamic-state-terrorism-violence-europol-encrypted/
https://medialab.iscte-iul.pt/wp-content/uploads/information-and-misinformation-on-the-coronavirus-in-portugal.pdf
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• Citizenship education in the digital era Ministerial Declaration, 26 November 2019 (Council of 

Europe). Available here.  

• Educating 21st Century Children: Emotional Well-being in the Digital Age (OECD), 2019. 

Available here.  

• Frequently Asked Questions (FAQs) by European Union intellectual property office (EUIPO) 

helps teachers and students in the EU to find information on using copyright protected content 

in the context of education and training, particularly online. It also informs teachers and students 

on the opportunities copyright protection can have for them as potential creators of works within 

the context of education. Answers to the FAQs are given for all EU Member States. They are 

available in English and/or at least one official language of each respective Member State. 

• Journalism & Disinformation: a UNESCO handbook with Fondation Hirondelle, 2020. Available 

here.  

• Heath, C. (2021). Annotated Bibliography for Online Misinformation. Ontario: Evidence for 

Democracy. Available here.  

• Hobbs, R. (2010). Digital and Media Literacy: A Plan of Action. A White Paper on the Digital 

and Media Literacy Recommendations of the Knight Commission on the Information Needs of 

Communities in a Democracy. Aspen Institute. 1 Dupont Circle NW Suite 700, Washington, DC 

20036. Available here.  

• Improving Media Literacy campaigns on disinformation (ERGA Report), 2021. Available here.  

• Mapping of media literacy practices and actions in EU-28 (Council of Europe), 2016. Available 

here.  

• Mihailidis, P. (2014). Media literacy and the emerging citizen: Youth, engagement and 

participation in digital culture. Peter Lang. Available here.  

• Piscitelli, A., & Ferrés, J. (2012). La competencia mediática: propuesta articulada de dimensiones 

e indicadores= Media Competence: Articulated Proposal of Dimensions and Indicators. La 

competencia mediática: propuesta articulada de dimensiones e indicadores= Media Competence: 

Articulated Proposal of Dimensions and Indicators, 1-15. Available here. 

• Onno Hansen-Staszyński, 24 uur lang alleen maar mogen chatten: zo reageren jongeren 

(‘youngsters online only for 24h’), 2017 Available here.  

• Panagiotou, N., & Theodosiadou, S., (2104). News Literacy: Learning about the World. The 

Journal of Digital and Media Literacy (ISSN 2326-1862). Available here.  

• Recommendation of the Committee of Ministers to Member States on developing and promoting 

digital citizenship education, 21 November 2019 (Council of Europe). Available here.  

• RESIST Counter Disinformation Toolkit (UK): This toolkit will help support the dissemination 

of reliable, truthful information that underpins our democracy. RESIST stands for Recognise 

disinformation, Early warning, Situational Insight, Impact analysis, Strategic communication, 

Track outcomes. 

• Study on supporting quality journalism through media and information literacy, 2020 (Council 

of Europe): Report underlining the importance of developing information and media literacy 

skills in a lifelong learning perspective. Available here.  

https://rm.coe.int/coe-declaration-digital-citizenship-english-vf-sur-table-26-11-19/168098fb15
https://rm.coe.int/education-ministerial-meeting-english-version-programme-22nov/168098e634
https://www.oecd-ilibrary.org/sites/23ac808e-en/index.html?itemId=/content/component/23ac808e-en
https://www.oecd.org/digital/educating-21st-century-children-b7f33425-en.htm
https://euipo.europa.eu/ohimportal/en/web/observatory/faq-for-teachers
https://www.hirondelle.org/en/guides/1088-journalisme-desinformation-un-manuel-de-l-unesco-avec-la-fondation-hirondelle
https://bit.ly/3zhy9QD
https://www.aspeninstitute.org/wp-content/uploads/2010/11/Digital_and_Media_Literacy.pdf
https://erga-online.eu/wp-content/uploads/2021/01/ERGA-SG2-Report-2020-Improving-Media-Literacy-campaigns-on-disinformation.pdf
https://erga-online.eu/wp-content/uploads/2021/01/ERGA-SG2-Report-2020-Improving-Media-Literacy-campaigns-on-disinformation.pdf
https://rm.coe.int/1680783500
https://rm.coe.int/1680783500
https://www.researchgate.net/profile/Paul-Mihailidis/publication/330888821_Media_Literacy_and_the_Emerging_Citizen_Youth_Engagement_and_Participation_in_Digital_Culture/links/5c5a082945851582c3d1713a/Media-Literacy-and-the-Emerging-Citizen-Youth-Engagement-and-Participation-in-Digital-Culture.pdf?origin=publication_detail
https://www.redalyc.org/pdf/158/15823083010.pdf
https://www.slideshare.net/onnohansen/youngsters-online-only-for-24-hours
https://www.researchgate.net/profile/Nikos-Panagiotou-4/publication/348928853_News_Literacy_Learning_About_the_World/links/60178997299bf1b33e3d49e1/News-Literacy-Learning-About-the-World.pdf
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=090000168098de08
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=090000168098de08
https://www.coe.int/en/web/education/-/recommendation-on-developing-and-promoting-digital-citizenship-education
https://gcs.civilservice.gov.uk/publications/resist-counter-disinformation-toolkit/
https://rm.coe.int/prems-015120-gbr-2018-supporting-quality-journalism-a4-couv-texte-bat-/16809ca1ec
https://www.coe.int/en/web/freedom-expression/-/supporting-quality-journalism-through-media-and-information-literacy
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• Teaching material ‘Understanding fake news in historical context’ (DK) 

• The Debunking Handbook 2020. Center For Climate Change Communication, George Mason 

University. 

• The European MediaCoach Initiative (EU) contributed by training media literacy educators 

across Europe; the process of this initiative is described with details in the book ‘Media Coach- 

How to become a media literacy coach.’ The book provides specific information about the project 

results and achievements. In the chapters of this book, readers can find information on the three-

year-long experience in forming 100 media literacy coaches in each of the following countries: 

Bulgaria, Cyprus, Greece, Portugal and Romania. Through the book, the partners report on the 

different experiences of replicating the excellent practice that was first established in the 

Netherlands by the Nationale Academie Voor Media. 

• Vincent-Lancrin, S., et al. (2019), Fostering Students' Creativity and Critical Thinking: What it 

Means in School, Educational Research and Innovation, OECD Publishing, Paris, Available 

here.  

• Vodafone Germany Foundation (2021), Souverän im Netz, Zwölf Empfehlungen, wie wir (nicht 

nur) junge Menschen gegen digitale Desinformation und Hassrede stärken können (German). 

Available here.  

• Frau-Meigs et al, Handbook on Media Education Research, Wiley 2020. Available here.  

 

https://filmcentralen.dk/grundskolen/undervisning/fejlbombning-eller-fake-news?sub=24254#.YUNbQrgza70
https://www.climatechangecommunication.org/debunking-handbook-2020/
https://eavi.eu/research/the-media-coach-book/
https://doi.org/10.1787/62212c37-en
https://www.vodafone-stiftung.de/souveraen-im-netz-empfehlungen/
https://onlinelibrary.wiley.com/doi/book/10.1002/9781119166900


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


